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About This Manual

About This Manual

This manual documents how to install and use the Integra32" Security Management
System as developed by RBH Access Technologies Inc. The Integra32™ system
represents the latest in access control technology specifically designed for the smaller
application. Its intuitive graphical interface allows users to take advantage of the power
of the Integra32"" with a minimal amount of training.

Read this manual if you are:

¢ An operator who monitors security and access using Integra32"".
¢ A system administrator who updates Integra32” s database.
¢ The system technician that installs and configures the Integra32"™" onsite.

Before reading this manual

This manual assumes that you:

¢ Are familiar and comfortable with a personal computer.
¢ Know how to use a mouse.
¢ Are familiar with the Windows operating environment.

Conventions in this manual

Menu options, window titles, fields, and buttons are indicated by italic typeface. For
example, “choose Access Point Activity from the Option menu” or “click Cancel to
cancel your changes”.

Keyboard actions and function keys are denoted by bold typeface. For example, "press
F1 to display online help".

Keyboard control sequences (i.e., using two or more keyboard keys in combination), are
denoted by keys in bold typeface separated by a plus sign (+). For example, “press
Ctrl + Alt + Delete to reboot the system”.

Cross-references are displayed in blue, and will take you to the associated or mentioned
part of the manual. Click on the cross-reference when the curser changes to move to that
place in the manual.

RBH Access Technologies Inc. Integra32™ User's Manual
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Chapter 1

Introducing Integra32T'VI

Chapter 1
Introducing Integra32"

The Integra32” system integrates Access Control, Photo-Badging, Digital Video
Recording and Alarm Monitoring into an elegant building management and security
system specifically designed for the smaller application

Integra32™'s  32-bit software architecture together with ~Windows2000™!',
WindowsXP™? Windows2003™, Windows7 or Windows 2008 operating system
ensures that security management needs are met easily and economically with a minimal
amount of training.

The IRC-2000 Intelligent Field Panels utilize flash firmware for easy upgrades. This
panel uses fully distributed intelligence for off-line operations. In addition to supporting
two card readers, each IRC-2000 Intelligent Field Panel also has eight fully supervised
alarm inputs along with eight outputs. The IRC2000’s memory has been increased to
now hold 5,000 card and can be further extended to hold 8,000 cards.

An alternate panel the URC2000 can be used along with or instead of the original
IRC2000. This panel also uses fully distributed intelligence for off-line operations. In
addition to supporting two card readers, each URC-2000 panel has four fully supervised
alarm inputs and four outputs as well as a 3,000 card capacity. Communication is handle
through an RS485 port.

Integra32 Server Client Network Setup

Please see technical document TB63 for a step-by-step guide to installing Integra32™.,

In order for a remote client to connect to the server, the server must first be
running. This should not be a problem since the Integra32 server now runs as a
service and should be running at all times.

! Must have at least service pack 4 installed.

% Must have a t least service pack 2 installed.

Integra32™ User's Manual RBH Access Technologies Inc.
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Chapter 2
Getting to know IntegraSZT'VI

Chapter 2
Getting to Know Integra32"”

Integra32"" lets you manage and monitor all your security access needs using a standard
PC. There are four separate parts to the Integra32’s ~ main screen:

%! Integra32 - AxiomLite Security System (SALES DEMO) -0l x|
File Optione Links Toolz Reports Help Command Bar
& = B i o =
Log Out Status Alarmz AP Activity Cards Wigitors DwR Help
Configure g - ® i & ”
w Reader Ihputs Outputs Panels Areas Cardholders -
R Integrad2 Spstem E
- 68 Users & | Description I Statusz I Panel
: . W
; 1bh @ Status Pane
" rbhr E
% agent
% admin =
;_'_: Guest g I I_’I
Database Pane ratorb
— Date Log meszage
H-5 Schedules
: Areas 41642012 11:02:57 Audit message: Operator logged on  thh
tMeszages 41672012 11:03:29 System: Panel offline Panel 73-1
EI--?Q, Metworks 4/16/2012 11:03:36 System: Panel offline Panel 79-2
E--% Metwark, 76 i 41672012 11:03:44 System: Panel offline Panel 73-3
El Farels = 41672012 11:03:52 System: Panel offline Panel 79-4
A8 Panel 7591 *5
® Fanel 73-2 [i-l
B Panel 73-3
M Panel 73-4
- " Access Levels
Event Log Pane
| ibh | | Site : Default Alarms:12 Acknowledged: 0 441642012 N0EsM

Command Bar

Menus and buttons to access other features of the system are available on the Command
Bar. Integra32™ has the following menu options:

File Optiong Linkz Toolz Reportz Help

Each of these items has a drop down menu with further options that "launch" the
functions contained in the drop down menu (e.g., Log Out of the Integra32" system). In
addition, Integra32" provides Toolbar buttons as an optional means of launching either
the same function contained in drop down menu or to launch new windows (e.g.
Cardholder window).

RBH Access Technologies Inc. Integra32™ User's Manual
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Chapter 2
Getting to know Integra32T'VI

Menu Options

File
File Optiohz Links Toolz Feport: Help
E= Log Out

€3 Exit

Use this menu to log in/log out or to exit the Integra32™ application.

&= Log In & Out (Alt+L)

An operator must be logged in to operate the system. This ensures that all actions
performed on the PC can be attributed to a particular operator.

Conneck bo Server

Login Hame: I

Paszsword: I

Server I Default j

To log in, enter your full login Name and password. The default login name is "rbh" and
default password is "password". ‘Login Name’ is not case sensitive, but ‘Password’ is.

An operator should log out when leaving the computer unattended or when finished
his/her shift. Logging out protects the system against unauthorized access.

& Exit

Exit will shutdown the Integra32"™ System Client software.

Integra32™ User's Manual RBH Access Technologies Inc.
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Getting to know Integra32T'\’I

Options
File | Options Links Toolz Reports Help
Syztem Optionz
=1 System Meszages
GE AP Activity
Yisitor Management Configuration
Use this menu option to customize user preferences through System Options or
customize the System Messages that are displayed on the Status Screen and in the History
Reports. The Access Point Activity window is also enabled here. Details of the AP
Activity window option will be discussed in Chapter 9. Visitor Management
configuration is accessed by selecting Visitor Management Configuration®.
Links
File Optionz | Links Toolz Reportz Help
a9 Global Links
This is where Global Links are setup; details of this are shown in Chapter 10.
Tools

File Optiohz Links w Reports Help
ﬁ Backup
Woid Cardz
@ Finger Frint
@ [Auem Finger Print Beader
el Badge Template Dezsigner
Card Custom Fields

Card Irnpart

The Tools menu gives the options for Backup, Void Cards, Finger Print*, Query Finger
Print Reader®, Badge Template Designer’, Card Custom Fields, and Card Import®, which
are covered in more detail in Chapter 11.

* This selection is only available if the optional license for the Visitor Management System has been purchased and installed.
* This selection is only available if the optional license for the Finger Print Reader has been purchased and installed.

* This selection is only available if the optional license for the Badging Software has been purchased and installed.

® This selection is only available if the optional license for the Card Import Utility has been purchased and installed.

RBH Access Technologies Inc. Integra32™ User's Manual
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Chapter 2
Getting to know Integra32T'VI

Reports

File Options Links Tools m Help
B Hiztor Report
% Databaze Reports
B Visitors Feports

Use this menu option to customize and generate History Reports, Database Reports, and
Visitor Reports’.

History Reports
Reports are explained later in Chapter 8.

Database Reports
Reports are explained later in Chapter §.

Visitors Reports
Reports are explained later in Chapter 8.

Help

File= Options Links Tool: Reports | Help
& Contents

f;—__ﬁ & bout

Use this menu option to go to online Help by clicking on Contents or display information
regarding your Integra32" software version, the licensing of the software, as well as
dealer information by clicking on About.

7 This selection is only available if the optional license for the Visitor Management System has been purchased and installed.
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=r About Integra32 - AxiomLite Security System
Inkegrads - AxiomLite Security System Version 3.8.22 R 4.2

Copyright € 1995 - 2012 REH Access Technologies Inc,(Canada)
Campary
REH Access Technologies Inc,

email; info@rbh-access, com
v, tbh-access, com

This Product is licensed ta
REH

Chapter 2
Getting to know IntegraSZT'VI

x|

Renu's Demo Opl
Cipkions selected

Zard Badging
Global APE by Grouping Cards

Dealer Information

Create a text file in the site folder (e.g. default) named rbh.ini (as shown below) to

display Dealer information in the About screen.

(DealerInfo#) can be included.

& rbh.ini - Notepad

File Edit Format Help

Up to nine lines of information

=10 x|

[Dealer]

Dealerflame=REH Access Technologies Inc.
Dealernfo1=505-7590-1515
Dealernfo2=2 Automatic Foad, Suite 103
Dealerinfo3=Brampton, Ontario
Dealernfod=support@rbh-access.com

;Replace "REH Access Technologies Inc.” with your company name.

=

Toolbar Buttons

& = 1k i3 P =
Log Ot Status Alarms AP Activity Cardz Wigitors NS

Help

RBH Access Technologies Inc.
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Getting to know Integra32T'\’I

e
Logln

S

Log Out Login/Logout

Press this button to log in or log out of Integra32™ system.

Stat
E System Status
Press this button to change the Monitor Screen to display the status of access points,
inputs, outputs, and panels.

i

N

ful|
A Alarms

Press this button to change the Status Screen to display alarm messages, time and date of
alarm and operator ID. This change will take place automatically when an Alarm Event
occurs.

&2

AP Activity AP Activity

Press this button to toggle on and off the Access Point Activity screen pop-up.

Card
e Cards

Press this button to launch Integra32™"'s cardholder window to program new cards or edit
existing cards.

L)

Wizgitors ..
Visitors®

Press this button to launch the Integra32™"'s visitor window to administer visitors in the
system.

La |

R DVR®

Press this button to launch the DVR module to monitor the CCTV system live.

Help Help

Press this button to get online help.

8 This selection is only available if the optional license for the Visitor Management System has been purchased and installed.

? This selection is only available if the optional license for the DVR Interface has been purchased and installed.
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Database Screen

Chapter 2
Getting to know Integra32T'\’I

The system is configured for a particular installation from this screen. Setup and
programming of hardware devices (/RC-2000), and programming of all records such as,
access levels, schedules, and holidays are done here, with the exception of cardholders.

Conficure

El--e [Mtegrad? System
-8 Users

----- & Haolidays

(5 Schedules

- Areas
- Meszages
- Metworks
E% Mebwork 1

EI‘ Parels
Elﬁ Farel 1
B Access Points
.._.fp Inputs
= @ Outputs
..... @ Output 1
..... @ Output 2
..... @ Output 3
----- o
..... @ Output 5
..... @ Output B
..... @ Output 7
..... @ Output 8
[+-j#n Farel 2
[+-j® Farel 3
[+-j® Farel 4
- @ Access Levels

ol Master

| 1bh |

Up to thirty-two networks can be configured and up to thirty-two panels can be
configured, for each Integra32™ system. These panels can be distributed across the thirty-
two networks, as you like with no more than sixteen panels on any one network. A
maximum of thirty schedules, each with up to eight periods, can be added to the existing
schedules (Never and Always). The system is capable of handling up to forty holidays
and one hundred messages.

RBH Access Technologies Inc.
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Getting to know IntegraSZT'VI

Status Screen

This screen gives the operator control of the system through Operator Commands, and it
provides viewing of the status of the items that have been selected (e.g. Access Points,
Input Points, and Output Points).

& o ® | S O -
Access |npLitz Oukputs Parel: Areas Wizitars -

- |Elesc:rh:ntin:nr'l | Skatuz Cardhalders
2 |8 Readent Lacked - Marmal ] -
G% %] Reader 2 Locked - Maormal Flmr_s ’Qf Rsfiesh
a || Reader 3 Locked - Mormal Semi-permanent ¥
E %] Reader 4 Locked - Mormal Show Report =52
o %] Reader 5 Locked - Mormal S List "

[ Reader & Locked - Maormal R

[ Reader 7 Locked - Mormal

¥ Reader & Locked - Mormal

4| |

Status for items shown is in real time. Items are updated as events change keeping the
operator up to date.

Alarm Screen

This screen appears in the same pane in place of the Status Screen. From here alarms are
acknowledged and cleared.

Operator

Date __[Alaim message

3 May 2006 08:38:36 Access point: Forced entry alarm

Alarms

Instruction messages can be obtained from the Alarm Details by double clicking or by the
right click menu on the alarm messages, and actions taken can be noted there as well.

Integra32™ User's Manual RBH Access Technologies Inc.
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Event Log Screen

This screen displays all system activity such as cardholder activity, input activity, output
activity and panel activity. All system messages are also displayed here.

Date Log meszage

3 May 2006 08:32:39 Audit meszage: Operator logged on

3 May 2006 08:39:06 Audit meszage: Record changed [Access Point] Header 1
3 May 2006 08:39:22 Audit meszage: Record changed [Access Point] Beader b
3 May 2006 08:393:10 Access point: Forced entry alarm Reader 1 Panel 1

Event log

3 May 2006 08:38:36 Access point: Forced entry alarm Reader & Panel 3

All the messages shown here are also saved to History and can be retrieved through

History Reports.

Integra32m User’'s Manual
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Chapter 3
Monitor Screen

Chapter 3
Monitor Screen

From the Monitor Screen or the Device Status Pane the operator can issue commands, as
well as view status. Commands can be sent to access points, inputs, outputs, and panels.
Areas can be cleared and cardholders can have their area set or cleared.

- ] 4] : »
E . 9 =] Semi-permanent
Access Inputs Outputs Fanels: Areas Cardhalders -

- Dezcription | Status -

E [% Reader 1 nlocked - Mormal

VE ¥ Reader 2 Locked - Marmal

o ¥ Reader 3 Locked - Marmal

E [l Reader 4 Locked - DHO W aming

= %] Reader 5 Locked - Mormal
|| Reader & Locked - Mormal
%] Reader 7 Locked - Mormal i
|:-|I FReader 3 Locked - Mormal | _ILI
4 [

System Status

Clicking on the System Status button on the toolbar of the main screen will change the
Alarm Screen to the Monitor Screen or the System Status Pane. From the System Status
Pane the operator can lock and unlock doors, arm and disarm inputs, and switch on and
off outputs. The status is displayed in real time, but only for those devices that have
reporting enabled. The operator can turn messages off for certain events and no history
will be logged for those events, but the status of devices will not be affected.

The first six buttons will bring up Access Points, Inputs, Outputs, Panels, Areas, and
Cardholders respectively. Floors, Keypads and Visitor buttons will be available if have
those options configured. The Status of the selected items can be shown either in List
View or Report View.The next button (Refresh) is used to update/verify the status of the
items shown.
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How to Execute a Command

All operator commands are executed in the same manner.

1. Click on the appropriate button on the System Status Window toolbar to load the
desired devices.

2. From the list of items (Input, Output, or Access Point etc.), select the item(s) you
want to control. Clicking on the first item, then holding down the Shift key and
clicking on the last item in the range can choose a group of items. Select non-
sequential item groups by holding down the Ctrl key and clicking on each desired
item.

3. Set the command type to permanent, semi-permanent or timed.

4. Right click on the Item(s) highlighted and then choose a command from the list
provided.

The command is then immediately sent to the appropriate IRC-2000 controller(s) and /or
URC-2000 controller(s) for execution.

Command Type

Permanent

From the drop down menu select one of the three options available for command type.

Permanent commands are used to perform actions and to manually override system
operation. When the status of an input, output or access point is changed by a permanent
command, the scheduler no longer controls the device. For example, if a door is
normally armed from 6:00 p.m. to 8:00 a.m. by the scheduler and a permanent command
is issued to arm the door, the door will remain armed forever and will not be disarmed by
the scheduler.

A permanent command remains in effect until cleared by a second operator command or
fresh files are downloaded to the controller.

Semi-Permanent

Semi permanent commands are executed like permanent commands but do not override
operation of the scheduler. In the above example of the door armed by scheduler
between 6:00 p.m. and 8:00 a.m., if a semi permanent command is issued at 4:00 p.m. to
arm the door, the command is executed. The scheduled operation remains unaffected and
on the next day at 8:00 a.m. the door will disarm and revert to the normal arming
schedule.

Timed
Timed commands allow an action to be performed for a specified duration. For example,
turn on an output for five minutes. The time can be specified from 1 to 127, seconds or
minutes.

RBH Access Technologies Inc. Integra32™ User's Manual
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Access Points Commands

Clicking the Reader button on the Command Toolbar depicts the status of Access points
on the Device Status Screen.

E - @ . G v Qz
Reader | hputs Outputs Farels Areas Cardholders  Keypads Floors

Dezcriptian | Status | Fanel

¥ Reader 79-2-1 Lacked - Marmal Panel 79-2

[ fReader 79-2-2 Panel 79-2

¥ Reader 75-3-1 & Grant access Panel 79-3
5 || Reader 79-3-2 @ Lock Door Panel 73-3
£ |18 Reader 73441 H' Unlock Door Panel 75-4
2 | Reader 73-4-2 Set Mode High Security
§ L:J Reader 1 ResstMode P APE Enabled
T L-J Reader 2 Yiew kModes Facility Code
& |8 Reader 73-1-1 - Interlock

% Feader 2 EH Live

= Flay

The following commands for Access points are available by right clicking the selected
Access points.

Commands

# Grant Access

Unlock the access point for the duration of the access point Unlock Time. This command
has the same effect on an access point as presenting a valid card.

# Lock
Lock an access point or group of access points on a permanent, semi-permanent, or timed
basis.

d' Unlock
Unlock an access point or group of access points on a permanent, semi-permanent, or
timed basis.

Set Mode

The access point has several operating modes that are normally controlled by the
scheduler. The operator can override the scheduler and manually control these modes.
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Reset Mode

Reset Mode button is used to turn off the option turned on in Set mode.

High Security

In High Security mode, only cards with high security privileges, may gain access at this
access point.

APB Enabled

Antipassback is an access control feature that prevents cardholders’ misuse, by putting
certain restrictions on the use of their cards. When the Antipassback feature is enabled,
cardholders must present their card for entry to and exit from all areas. Antipassback
prevents a cardholder from using his/her card twice at the same access point.

Facility Code

Use this option to turn on/off the Facility Code mode, when the system checks only the
Facility Code portion of the card code. All cards with valid Facility Codes will be
granted access. This feature is typically used when the system is being configured for the
first time and the cardholder information is not entered in the database.

Interlock
With this feature enabled a door will not be unlocked if the other door is opened. The
open door must be closed before the other door will grant access.
View Mode
Select this option to view all the modes available and their status.
= Live'®
Select Live to display live video from the CCTV camera associated with the selected
access point.
= Play"’

Play will bring up a DVR history selection screen so that video connected to an event for
the chosen access point can be played back.

"% This selection is only available if the optional license for the DVR Software has been purchased and installed.

! This selection is only available if the optional license for the DVR Software has been purchased and installed.
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By =

Date Message Device Card Holder Play
Fl2102011 4:19:19 PM Access poink-Forced entry alarm Reader 1kest email, Panel 78-1 L= ]
Fl2102011 4:19: 15 PM Access poink-Forced entry alarm Reader 1kest email, Panel 78-1 L= ]
FI2102011 4:19: 13 PM Access poink-Forced entry alarm Reader 1kest email, Panel 78-1 L= ]
FIZ102011 34116 PM Access granted-Operator Reader 1kest email, Panel 78-1 L= ]
FIZ102011 3:40:07 PM Access granted-Operator Reader 1kest email, Panel 78-1 L= ]
Fl21f2011 3:37:58 PM Access granked-Operator Reader 1kest email, Panel 76-1 s’
Fr21f2011 3:36:53 PM Access poink-Forced entry alarm Reader 1kest email, Panel 76-1 s’
Fr21f2011 3:33:38 PM Access granked-Operator Reader 1kest email, Panel 76-1 s’
6/17[2011 4:22:33 PM Access poink-Door nok open Reader 1kest email, Panel 76-1 s’
6/17[2011 4:22:30 PM Access granked-Card Reader 1kest email, Panel 76-1 Kanty Riarh s’
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Input Points Commands

Clicking the Input button on the Command Toolbar depicts the status of input points on
the Device Status Screen.

B | - o E @ E &
Reader Inputs Cutputs Fanelz breas Cardholders  Keypads Floors "Wizitors .
Dezcrption I Status | Fanel

w == Input 3 Armed - Harmal Fanel 731
ﬁ == oLt 4 Armed - Marmal Fanel ¥3-1
on |==Input ¥ Armed - Mormal Fanel 73-1
o e p Armed - Marmal Panel ¥3-1
E == |pput 2 r-m - Mormal Panel 79-2
& |==Input 4 Disam Armed - Mormal Panel 79-2
== Input 7 oy Live Armed - Marmal Panel 73-2
== |nput & e Play Armed - Harmal Fanel 73-2

4| | >

The following commands for Inputs are available by right clicking the selected Input(s).
Commands

== Arm Input
Arm the input. When an input is armed, an alarm is generated if the input is violated. In
the case of a door, opening an armed door generates an alarm.

= Disarm Input
Disarm an input. While an input is disarmed, no alarm is generated when the input is
violated. In the case of a door, opening the door while disarmed does not generate an
alarm. The system however will still generate and log a “door opened” event and report
it to the Log Screen.

= Live'?
Select Live to display live video from the CCTV camera associated with the selected
input point.

= Play’
Play will bring up a DVR history selection screen so that video connected to an event for
the chosen input point can be played back.

2 This selection is only available if the optional license for the DVR Software has been purchased and installed.
13 This selection is only available if the optional license for the DVR Software has been purchased and installed.
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Output Points Commands

Clicking the Output button on the Command Toolbar depicts the status of output points
on the Device Status Screen.

& T ® i S H o ”
Reader | nputs Dutputs Fanelz breas Cardholders Keypads Floors Wigibors -
Dezcrption I Status | Fanel -
e | % Output 3 test [ff Fanel 73-1
ﬁ b Output 4 ff Panel 73-1
S
@ |9 & Turm on
= & Out ® T i [t Fanel ¥3-1
o A s 0ff Panel 79-2
2 | Out e Lve i Panel 79-2
7 Out e Play i Panel 73-2 o
& Out (ff Fanel 73-2
& Output 2 (ff Fanel 73-3 -
< | L|_I
The following commands for outputs are available by right clicking the selected Output.
Commands
® Turn On
Turn on an output.
® Turn Off
Turn off an output.
= Live'
Select Live to display live video from the CCTV camera associated with the selected
output point.
= Play'®

Play will bring up a DVR history selection screen so that video connected to an event for
the chosen output point can be played back.

' This selection is only available if the optional license for the DVR Software has been purchased and installed.

'° This selection is only available if the optional license for the DVR Software has been purchased and installed.
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Panels Commands

Clicking the Panels button on the Command Toolbar depicts the status of panels on the
Device Status Screen.

E ke L . 9 =) 5{ a 3

Reader Inputs Outputs Parelz Areas Cardholders  Keypads Floors Wizibors

D ezcription | Statuz |
[ Parel ¥3-1 Online
E = Yerzion a
z ane Hling
“ Set datedtime )
@ i Panel Orline
o Get datetime
g ﬂ FC10 Uk nawn
= Download k Cardhalders
Rezet Al Filez
Clear log
Schedule [nguiny
IRC2000 or URC2000
% - @ . % e @ .
Reader IripLits Outputs Panels Rieader Iputs Outputs Panels
D escription | Status D escription | Statuz
Panel 79-1 Orlire Panel 73-1 Online
Bl Parel 73-2 Orline B Fanel 732 Oriline
Bl Parel 79-3 Orline B Farel 733 Oriline
Bl Farel 73-4 Oriline % Panel 73-4 Online
PC100 32 Lnknown .
fes M (e Urkoou
A Yersion Set datetime
Set datedtime Get datedtime
Get datet —
-& E':' L oad ke P ads
EI:I'.I'IJFILI:IEII:I Inputs | - Links
Rezet
Fezet Ciear b FIM Code
Clear log All Files
PC100 (Summit) PC100 (Risco, Bosch or DSC-IT)
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Commands IRC2000 & URC2000

The following commands for panels are available by right clicking the selected IRC2000
and/or URC2000 panel(s).

Version

The Version queries all or selected IRC-2000 and/or URC2000 for the firmware version
they are running. The version number will be displayed on the Log Screen.

Set Date/Time
Click on the Set Date/Time to launch the Set Panel Date/Time Screen.

o The Get Local button is used to retrieve the current date and time settings from the
PC’s internal clock.

e The Set button is used to upload the selected Date/Time settings to the selected IRC-
2000 and URC2000 controllers.

e The Close button is used to close the Set Panel Date/Time Window.

Get Date/Time

This command queries the controller for its current date and time, and displays it on the
Log Screen.

Download

The Download function allows the operator to manually repopulate the IRC-2000 and/or
URC2000 memory from the database on the server. Select any of the listed files to
download or select the A/l Files option to download all files.

Download messages are posted to the log as files are sent, verifying the number of
records sent in each file. Card records are sent individually and will indicate the card
number, and whether it was added or deleted. (Edited cards are displayed as added.)

/ If the panel is offline at the time of the download the files that failed to download
will be logged on the Log Screen. Panel download does not execute itself; after the
panel comes back online have manually re-start the download on that panel.

Reset
The Reset option initializes the panel.

Clear Log

The Clear Log option clears the event log of selected controller(s). The database portion
of memory is untouched. The results will be displayed on the Log Screen.

Integra32™ User's Manual RBH Access Technologies Inc.
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Schedule Inquiry

This query is used to find out the current state of the time schedules. It will list on the
Log Screen which schedules are on and which is off.

Commands PC100 (Summit)

The following commands for panels are available by right clicking the selected PC100
(Summit) panel.

Version

The Version queries the selected PC100 for the firmware version it is running. The
version number will be displayed on the Log Screen.

Set Date/Time
Click on the Set Date/Time to launch the Set Panel Date/Time Screen.

o The Get Local button is used to retrieve the current date and time settings from the
PC’s internal clock.

e The Set button is used to upload the selected Date/Time settings to the selected PC-
100

e The Close button is used to close the Set Panel Date/Time Window.

Get Date/Time

This command queries the PC100 for its current date and time, and displays it on the Log
Screen.

Download

The Download function allows the operator to manually repopulate the PC100 memory
from the database on the server. Click on ‘/nputs’ to download the data.

Download messages are posted to the log as files are sent, verifying the number of
records sent for the file.

/ If the panel is offline at the time of the download any files that fail to download will
be logged on the Log Screen. Panel download does not execute itself; after the panel
comes back online have manually re-start the download on that panel.

Commands PC100 (Bosch/Risco/DSC)

The following commands for panels are available by right clicking the selected PC100
(Bosch/Risco/DSC) panel.
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Version

The Version queries the selected PC100 for the firmware version it is running. The
version number will be displayed on the Log Screen.

Set Date/Time
Click on the Set Date/Time to launch the Set Panel Date/Time Screen.

o The Get Local button is used to retrieve the current date and time settings from the
PC’s internal clock.

e The Set button is used to upload the selected Date/Time settings to the selected PC-
100

e The Close button is used to close the Set Panel Date/Time Window.

Get Date/Time

This command queries the PC100 for its current date and time, and displays it on the Log
Screen.

Download

The Download function allows the operator to manually repopulate the PC100 memory
from the database on the server. Select any of the listed files to download or select the
All Files option to download all files.

Download messages are posted to the log as files are sent, verifying the number of
records sent in each file.

/ If the panel is offline at the time of the download any files that fail to download will
be logged on the Log Screen. Panel download does not execute itself; after the panel
comes back online have manually re-start the download on that panel..
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Area and Cardholder Commands

Clicking either the Areas or the Cardholders button will bring up a selection window.
From the Areas selection window you can choose the area or areas you wish to view.
The Cardholders selection window allows you to choose from the list of cardholders.
The display will show a list of cardholders based on your selections. You will see the
area the cardholder is logged into and the date/time they were logged into that area.

¥ - . i & ek o 7
Reader |npuitz Outputs Parelz Areas Cardholder:  Feypads Floors Wigitors .
-]
E Mumber | Lastname Firstname | Department | Ares | [Date |£I
g 454343 Riarh Kanty
E 53073 Riarh Harnty In &res SIZ22012 30505
E 294 Tester Tester Testing
=] 38094 | Tester IEM S ot fAres Al
3 MALIK Sa) EERA, A
460001 Malik Renu sset
al &h Print
The following commands for cardholders are available by right clicking the selected
cardholder.
Commands
Set Area
Set Area is used to change the area that a cardholder is logged into. This may be
necessary if a cardholder get into an area without reading into that area.
Reset
The Reset command will clear the area the cardholder is in. The cardholder will not be
logged into any area; therefore the next card read cannot violate antipassback.
&' Print
The Print command will produce a printed report showing the data provided in the status
pane. It will show all of the cardholders displayed and the areas they are in.
RBH Access Technologies Inc. Integra32™ User's Manual
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.- 16
Visitors
Clicking the Visitors button on the Command Toolbar will display the visiting
cardholders and who they are visiting.

g 4 B

Floors Wigitors -

.g’ - -] . e

Feader |npLitz Outpuits Parels Areas Cardholders Keypads

Lagtname Firsthame

b alile Saleena

Device Status

L«

& Check Out
Click Check Out to check-out the selected visitor.

Floors

Clicking the Floors button on the Command Toolbar depicts the status of floor outputs on
the Device Status Screen.

% - (-] . @ gInk O »
Feader [ npLts Cutputs Panelz Areaz Cardholders Floorz Wigitors Fefrezh
Elevator | Dezcription | Status -
w |HCaba Cab & Floor 1
& |Hcaba Cab & Floor 2
v [Hcaba Cab 4 Floor 3
% M Cab s Cab & Floor 4 |
A | Cab A Cabs W Unlock
L Caba Caba @ Lock
B cab s Cab & Floor 8
MO ek b B Flane 1 b
q | _>I_I

¥’ Unlock
Unlock will release the floor button in the cab so that allow anyone may access the floor.

i | ock
Lock will energize the floor output and disconnect the floor button in the cab. A card
with the appropriate access level can release the floor temporarily.

16 This selection is only available if the optional license for the Visitor Management System has been purchased and installed.
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Keypad Commands
If you have installed a PC100 for Bosch, Summit or DSC you will have a Keypads icon
on the Status button bar. Click on this icon to bring up the list of respective keypads.

Depending upon the type of PC-100, the right click menu on list of Keypad will vary.

g - o B & N >
Reader Inputs Outputs Panelz Areas Cardholders | Keppads Floars .
Address Descriptian Status
2y b ain ST
ﬁ A
ot .
A Dizarm
g
E Statusz
=
4l [ ErY |
Commands
User 1 T Select the name of the PIN code that the command is to be issued by.
Arm Keypad

Arm the selected keypad with the selected PIN code.

Disarm Keypad
Disarm the selected keypad with the selected PIN code.

Status
Depending upon the type of PC-100, the status screen will vary for the keypad.
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Partitionz x|

A Disarm  User 1 -

B Amed O Perimeter
O Status O Supervizony
O Power O Eell Silenced

O Fie O Trouble

LED keypad status will be displayed in this window. Arm & disarm commands can also
be issued from here.
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Chapter 4
Alarm Screen

The Alarms Screen displays alarm events and pops up automatically when the Alarms
option is turned on in the toolbar of the main screen.

Date ___[Alarm message Operator

BAFS20011 16:22-31 Acceszs granted: Card Reader 1tezt email Kanty Riarh [454349]

2 nacknowledoe
. Clear

*1 Clear sl
Detailz

772142011 16:19:21 Acces:z point: Forced entiy alarm F{Ss Live
=n Flay

Alarms

Acknowledge/Unacknowledge/Clear

Right clicking the alarm event on the Alarm Screen gives the option to acknowledge the
Alarm. Right clicking on an Acknowledged Alarm gives the options to either clear or
unacknowledge the alarm. Once an alarm is acknowledged, only the operator that
acknowledged that alarm can clear it.

A maximum of one hundred and fifty alarms can be held in the alarm buffer. Any alarms
received when the buffer is full are logged to history but do not get sent to the Alarm
Screen.

Alarm Details

The user can see the details of an alarm event in Alarm Details Window by double
clicking the alarm event in the Alarm Screen.

Date

This box shows the date and time that the alarm occurred.
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Age
The age of an alarm is the number of seconds since the alarm happened.
Status
Status shows whether the alarm has been acknowledged.
Alarm
Alarm provides a description of the alarm.
Instructions

This box will display instruction messages assigned to the alarm.

Action Messages
The operators can enter their own message into this box indicating what action was taken

because of this alarm.

x
VS 4
Drate Age Status
Unackhowledeged

[May 200611465 [33 oo

Alarm

I.ﬁ.ccess point: Forced entry alarm Reader 1 Panel 1

[nztructions

Kl

Action Meszages

"

i
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« Acknowledge
Acknowledge the highlighted alarm with this selection.

¥1 Acknowledge All

Acknowledge all of the alarms in the Alarm Window with this selection.

=2 Unacknowledge
Unacknowledge the highlighted alarm with this selection.

* Clear
Clear the highlighted acknowledged alarm with this selection.
™ Clear All
Clear all of the acknowledged alarms in the Alarm Window with this selection.
= Live'’
Select Live to display live video from the CCTV camera associated with the selected
alarm event.
= Play'®

Play will play back the video connected to the selected alarm event for the chosen time
period configured in CCTV tab.

"7 This selection is only available if the optional license for the DVR Software has been purchased and installed.

'8 This selection is only available if the optional license for the DVR Software has been purchased and installed.
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Programming

Click on the + sign to expand the tree view of your Integra32™ system in the Database
Screen. Click on the — sign to compress it. Double clicking the description will either
expand or compress the view depending on the sign associated with the text. Items that
do not have a sign (+ or —) associated with them will take you to their properties when
they are double clicked.

El--@ Inkegra3z o
-8 Users
! Haolidays
F-5 Schedules
-- Areas
Messages
--«?ﬂ Metworks
- @ Access Levels

ystem

/ Right clicking on the different selections will bring up small menus. From these
menus you can add, delete, or go to properties for the selected item. Right clicking
the access point, the input, or the output will not bring up a menu (there are no
options to select), but will expand the tree view instead.

Integra32 Database

Users
The Integra32” system comes with user ‘rbh’ by default, with password ‘password’.
Additional Users/Operators can be added and configured the in the Database Screen.
M El@ Users
""" 8 B (8 Add Dperator """ (8 Bob
..... @ H. Rafrash ..... @
..... @ H ..... @ Haze 3 Delete
= (& rbh S (8 rth B Properties
e @ Supervisor S @ Supe
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General
Name, user ID and password can be changed or entered in the General tab of the
Operator Properties Window.
Email Address is used by the message server to send the emails for Access point
messages configured in Access Point Properties to send the email.
For more information, see page 73(Message server service should be running for this
functionality to work-software version 3.8.6R4.2 or higher is required)
x
| Datal:uasel Mu:unitu:url Languagel
ﬁ M arme ITest operatar
zer D Iagent
Password Imx
Email dddress  |RD TESTING @rbhusa.com
Ok Cancel
Database

The access to database can be defined/changed in the Database tab. Access to each
module of the database can be chosen as ‘No Access’, ‘Read Only’, or ‘Read & Write’.

(For some items ‘Read Only’ access may not be relevant.

If ‘Read Only’ access is

selected for these items their access will actually be ‘Read & Write'.)
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x|
General Databasze | b anitar I Language I
Module |.-’-'-.u:u:ess | -
Metworks Read and '/rite j
Parels Read and 'Write
Access Points Read and "Write
Inputs Read and 'Write j
Dutputs Mo Access
O perators %@m
Schedules Read and Write
Holidays Read and 'Write
Cards Read and '/rite ;I

Ok Cancel

Monitor
Access to commands allowed in the Monitor Screen and the Alarm Screen can be
defined/changed in the Monitor tab. Check commands that the user is to have access to
and uncheck commands that he/she is not to have access to.
x
Generall Databaze  Moritar |Language|
Parels —
et wersion
Set datestime
et datestime
Full doverload
Clear log
Schedule [nguing
[+ [w]-== Inputs —
- [FF Output
-8 Access Points
B[] % Alarm monitaring LI
Ok Cancel
Language
The language the system will operate in, for this operator, is selected in the Language tab.
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Operator Properties il

Generall Databasel Monitor  Language |

Select default language:

Canadian French
Spanizh
Chinese =

Ok Cancel

Holidays
Up to forty holidays can be assigned.

E* Holidaws
- Soo a Add Holiday ----- Good Friday

- Can = -
{ o Refrezh :
Civi - Civic | #% Delete

v

Labour Day - Labou [ Properties
Thanksgiving DEI':." """ Tharllr\:gwu Lm
o Christmas Break, o Christmas Break,

You can edit/create the name of a holiday and the date(s) of a holiday in the Holiday
Properties. You can Select a Date the holiday starts on and an End Date for the holiday.
Any date designated as a holiday, will replace the regular day of the week for the day
specified. (E.g. Good Friday 6 April, 2012 as far as schedules are concerned this day
will not be a Friday it will be HI.)

Start and end times can also be specified for the holidays. In the example shown below
the holiday starts on 24 December 2012 at noon. Up until noon the day is Monday, at
noon the day becomes H1. The holiday remains until 10:00am on 27 December 2012
when the day of the week changes from H1 to Thursday.

RBH Access Technologies Inc. Integra32™ User's Manual
Integra32™3.8.22r4.2 SP15

33



Chapter 5
Programming

x
Holiday |
Dezcription

ﬂ IEhristmas Break

Start D ate

[12/24/2m12 x| [1zooooPM =

End Date

[12/27/2m2 =) [oonoomy -

Ok Cancel

Schedules
Before cardholders are entered, any additional Time Groups that are required should be
programmed. Up to thirty-two schedules can be programmed for Integra32™ system.
El b mmm El 4 Schedules
D b Add Schedule - D) Never
..... L |+ L
- -Lj Py . .F.h.af.resi.. — ;l Man- 7o Delete
----- L1 After Hours LD F'f"Z'F'Ef'tiES
fe( B0 Mon-Fri &:00am-5:00pm i be(Ey Mon-Fr 800am-5. 00pm
General
Change the Description of the Schedule under the General tab of the Schedule Properties
Window.
Time Zones
Program the Time Zones for the New Schedule in the Time Zones tab of the Schedule
Properties Window.
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schedule Properties x|

General  Time Zones |

Start End Sun |Mon | Tue [‘Wed|Thu |Fi |Sat [H1

Peiod1: | [o000 | [o7oo / / / / /
Peiod2z | [0000 | [za00 / / /
Peicd3 | 1800 | 2400 J / / / /

Period 4: | 0000 | 0000
Period 5 | 0000 | oooo
Period B: | 0000 | 0000
Period 7: | 0000 | 0000
Period & | 0000 | 0000

Ok Cancel

e Eight time periods can be programmed.
- Click to check or uncheck a day for the period.
- End time must be later than start time.

- Valid times are from 00:00 to 24:00, (even though 24:00 is never actually
reached [it represents the end of the day)).

= Schedules that cross, midnight will require two periods. One to go up to
24:00 on the first day, and a second to start at 00:00 of the next day.

= HI is checked if selected period should be active on Holidays
programmed in the system as well.

After you create a new schedule, edit an existing schedule, or delete a schedule, you will
be asked if the changes are to be downloaded and the panel initialized now or will it be
done later.
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Areas

Confirm Change

EG’ Areasz
N Add Area

..... i =

Compuker Roorm

IF_l%7 Areas

Main Office

Sales P Delete
wareh [ properties

Shippirm
Compuker Roorm

In the Area Properties window the name of the area is entered. Access points from which
a cardholder can enter or exit the area define the actual area. A ‘Clear Area’ time can
also be entered here. As well an input and an output (both general purpose) can be
chosen. To print out a report of all the cardholders in the area simply put the input into
alarm. The output will Turn ON automatically when there are no cardholders in the area,
it must be turned off manually (operator command).

A new selection ‘Type’ is added for an optional (License is required) Antipassback
functionality. (See TB67 Integra32 Area Type GAPB)
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Area Properties x|
General |
Deszcription
@ INEW Area
Clear Area Type
* Mane
=
- " Master
= Slave
[nput
| =
Clutpt
| =l
Dk Cancel

If no license for Area Type Global APB, Type option will not be available in Area configuration.

Area Properties x|

General |
Deszcnption
@ IMain Enterance

Clear drea
=
=

[nput

Dkt

| =l

]S Cancel
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Messages

L——_Iéj‘ Elén‘ Messages

----- Zall | &‘ Add Meszage [ Call Police

----- Lo Fefrezh o] LOw Temperature

..... Po w

----- Smoke Detectar -l Smioke O #% Delete

..... Flood alarm Flood Al m PerErtiES

----- Panel Trouble | Panel Tr

..... Panic &larm Panic Alarm
Messages/Instruction that operators need to follow under certain circumstances can be
created and saved here.

x
General I Meszane I
Drescription
% ILl:uw Temperature]
Ok Cancel
General
Under the General tab of the Message Properties Window message descriptions can be
edited.
Message
The message is entered under the Message tab.
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Networks
Up to thirty two networks can be connected on the Integra32™ system. The description
of each Network can be changed in the Description box under the General tab of the
Network Properties Window for each network. Under the Comms tab, properties of the
port are configured. Choose one of the four options available for Port Type.
_ El ﬂ Netwu:urks
=2 ey
R Nety S5 Add Netwark Panel /- Delete
. % Meby [ Refresh -- Network : s Properties
g Nt --?iﬂ Network 3
General
Under the General tab of the Networks Properties Window network descriptions can be
edited.
x
General | Enmmsl .-'-‘-.dvanu:edl
Description
% INetwurH
]2 Canicel
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Comms

Direct Connect

Network Properties X|

The controller network (/RC-2000\URC) is connected directly to the PC serial port via a
RS232 or a RS485 cable.

Part Type

Pall Retries

Mebwark Tirne Out |1 ooan Milli 5 ecz [recommended minirmun: S00]

I Direct Hetwork,

-

=~

— Properties

Cornm Park

IIIIMZ "I

Baud

I 33400 7 I

Ok

Cancel
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The controller network (IRC-2000\URC) is located remotely and is connected to the PC

via dial up modems.

Metwork Properties

General Comms I.-'-‘-.dvanu:ed I

x|

Port Type

I tadem Metwark,

—PC Maodem

Modem I8 1 - Sportster Vi 336 i

R R EZE

Phone ||

Schedule I - I

Hang up afterIE—iI kit

— Panel Modem

Phone I

Paszword Ix’““"“"cx

[nit String IEEIF1 S0=1v0ECTEDORHORRTESTHO

Ok Cancel

Select a modem and configure it in the Control Panel to a maximum baud rate equal to
that set at the panel (e.g. 9600). Enter the phone number for the network (to be called by
the PC) and the call back phone number (for the panel to call). Auto hang-up time can
be set in minutes (the number of minutes with no activity).

The call back criteria are set under the Dial-out tab of each panel. Which events will
cause the panel to call up the PC can only be set in the panels of a modem network.
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Panel1 x|
Gereral I R eader Options I Site codes I flarms I Code Reader Links  Dial-Out |
Event | Schedule -
Acoess Granted 00 - Mever | |
Acoess Denied 00 - Mewer
Forced Entry 00 - Mever j
poor Held Open M
Droor Mat Open 02 - After Hours
Restare 00 - Mever
[Fput Abnormal 00 - Mever
Input Restore 00 - Mewer
[Fput Alarm 00 - Mever
[mput Trouble 00 - Hewer LI
Ok Canzel

To reset the password, connect the panel directly to the Integra32™ system and execute a
full download to the panel.

Ethernet Connect

The controller network ([RC-2000\URC) is connected to the PC through a standard
Ethernet network.
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Network Properties X|

Fort Type |T|:F'£IF' Metwark, ﬂ

Poll Retries I'I_ﬁ
Mebwark Tirne Out |2|:||:||:| Milli 5 ecz [recommended minirmun: S00]

— Properties
IP Address

| 12R.100.75.72

Part

I 3002

]2 Cancel

For an Ethernet connection to work TCP must be installed on your computer(e.g. /P
Locator for LIF-200).

Enter the specific address and proper port value for the Ethernet interface assigned to the
network. (Enter a port value of which must match programming of Interface.)

Advanced

Time Zone Difference

If a network is located in an area within a different time zone you can set the difference
here. Set the number of hours either ahead or behind of the time where the server is
located.
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Metwork Properties

— Time Zone Difference

IEIEI:EIEI

{~ Backward

HH: MM

% Fopward

Ok

Cancel

Panels

Up to thirty-two panels'® in total can be connected to the Integra32™ system.

Add Panel

IRC2000
Accesslen  addPCIOD P LRC2000
DYR e LR C2000-Elevatar

Panels

=8

-1 Panel 1

-4 aco ¥ Delets

= Inf E Properties

ﬁ Curpars

Panel 3
=& Panel 4

1 Number of panels installed can go up to 128, license required.

Integra32™ User's Manual
Integra32™3.8.22r4.2 SP15

44

4 Bosch
DsC

=i+ |npLits
- @ utputs

Surnnit

Rizco Group

7 Delete

E Properties

RBH Access Technologies Inc.



Chapter 5
Programming

IRC2000 or URC2000

General

Panelt x|

Addrezs Dezcrption
[ 1 |Panelt

Fanel type

IRC2000 =]

¥ Enabled

Ok Cancel

Address

The address is selected at the time of creation and cannot be edited later.

Description
To change the default description simply type over it.

Panel Type

The panel type is chosen when the new panel is added and cannot be edited later.

Enable

If the enable check box is not checked then the panel will not be shown in the status
screen. All Access Point, Inputs, and Outputs under that panel will also be disabled.
Disabled items are still in the database but are not considered to be part of the system.
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Reader Options

| Site codes I Alarmz I Code Reader Links I

Card Formats
* “wWeigand

" Mag-Stip

[ 37-bit HID Belgiurn ﬂ
[ 37-kit R

[] 39-bit K.antech =5F FC+Card

[] 40-bit Farpoint

[] 40-kit PCSC

[] 44-kit Ca5I RUSCO

50-bit REBH -

[T Interlock

Ok

Cancel

Card Format

This is where the card format is selected (only a limited number of formats are
supported- list provided for both Weigand and Mag-Strip formats).

Interlock

With Interlock checked only one of the two doors on the one panel may be opened at a
time. If one door is open then access will not be granted at the other door until the first

door is closed.

Site Codes

Under the Site Codes tab the facility code to be used by the IRC-2000\URC-2000 is

entered. (Each IRC-2000\URC-2000 panel will support up to ten facility/site codes.)

Leading zeros are not required when entering a site codes, even though the display does

show them.
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Panelt x|

Generall Feader Optione  Site codes I.ﬁ.larmsl Code Reader Linksl

Site Codes
4000

Femove |

Ok Cancel

Alarms

Under the Alarms tab the schedules are set for when Panel Online and Panel Offline
cause an alarm. An instruction message can be assigned to these alarms as well from this
tab. Instruction messages are created elsewhere.
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Paneit x|

Generall Reader Elptiu:unsl Site codes  Alams | Code Reader Linksl

[Panel Dffline

‘ Alarm zchedule

IEIEI - Mewver j
Instructions

| [

Ok Cancel

Code Reader Links

Code reader links can be linked to one or multiple inputs, outputs, and access points on a
local basis. A single access code with a card read is capable of invoking different links
dependent on which access point it is presented at. This linking is done at the controller
level without the Host PC online. A combination card reader and keypad is needed to
utilize this function. The programmed link is executed for the appropriate key code after
a grant access has been executed at the specified access point. In the example below
‘Code Reader Link 1’ (High Security Mode off for both Reader 1 & Reader 2 at specified
schedules) will be executed after a grant access and a key code entry of “1234°, on the
side A reader of Panel 1.

Code reader links are used primarily in HVAC control, lighting control and intrusion
alarm control systems where it is necessary to control inputs, outputs, and other access
points from a single card read. With code reader links, the same cardholder can perform
different functions at each access point. In addition, every cardholder can perform a
unique function at every access point. Further, links can have several entries, allowing
execution of multiple commands at each access point when a card is presented.

This window contains the following fields and options:
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Panelr x|
Generall Reader Elptiu:unsl Site cudesl flams  Code Reader Links |

Code Dezcription

D
|1_:|| [1234 [Code Reader Link 1

¥ Feader Side &
" Reader Side B

Command Device Druratian Schedule

1.|High Secuity 0fft = [Rieader 1 = = o2 ate Hows =]
2| High Security DIf | |Readsr 2 j|_:| o1 -dwans 7]
d =] = 7
d =] ar A o =

Ok Cancel

1D

The number of the code reader link may be system generated by pressing up and down
button or user-defined. A maximum of 16 code reader links can be generated.

Code
Put in the code number. These codes can be in the range of 1-32767.

Description
The user specified description of link.

Choose one of the two radio buttons- Reader side A or B on which code reader link has to
be executed.

Then as with local links you choose which event on what device will cause the link to be
executed. You can choose up to four things to have happen with one code.

Dial-Out

This tab is visible only if the Network to which the panel is connected is Modem
Network. (For more information see page 41)

URC2000 with ELV

The first five tabs (General, Reader Options, Site Codes, Alarms, & Code Reader Links) are
almost the same as above for the regular URC-2000. URC-2000 Elevator panels have a sixth tab
(Outputs). These outputs, on the ELC-08 boards, are the only outputs that can be used for
elevator control.

RBH Access Technologies Inc. Integra32™ User's Manual
Integra32™3.8.22r4.2 SP15

49



Chapter 5
Programming

Reader ports on an elevator board can be used for either elevator control or with very limited
functionality as access control (It is usually recommended not to combine elevator control and
access control on the same board). When an access point is used for elevator control change all
of its default inputs and outputs to general purpose, the elevator reader won’t need them. If you
use the access point for access control it won’t have all of the features that access points on other
panels have. Access points on an elevator control board will not have ‘Deduct Usage’, ‘Disable
Forced Entry’, ‘Unlock Schedule’, ‘First Person Delay’, ‘RTE Bypass DC’, ‘Report RTE’,
‘Antipassback’, or an ‘Alarm Shunt’ output. Timed commands will act as semi-permanent
commands. Extended Unlock time will be fixed at thirty seconds, Door Held Open warning will
be fixed at twenty seconds, and Door Held Open alarm will be fixed at thirty seconds.

Addresz Drezcription
[ 5 |Panel5

Parel lype

URC2000 with ELC =l

¥ Enabled

X

Ok

Cancel

Outputs

Up to four eight-output relay boards may be used with each URC2000 Elevator Control.
These outputs may be split between the two readers of the panel or all outputs may be
used with just one reader. Use the scroll buttons to select the number of relay boards that

are connected.
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Murnber af ELC boardz

[
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x|

Floor description

24

25

2B

27

28

29

a0

A

32

Cuatput 24
Cutput 25
Cutput 26
Cutput 27
Cutput 28
Cutput 29
Clutput 30
Cutput 31
Cutput 32

Ok

Cancel

Rename the outputs for your convenience.

Generall Reader Optionz I Site codez I Alarmz I Code Feader Links  Dutputs |

Murnber af ELC boardz

-

Floor description

1

12

13

14

15

16

17

18

19

20

Cab A 12th Floor
Cab A 13th Floor
Cab A 14th Floor
Cab A 15th Floor
Cab A 16th Floor
Cab A 17th Floor
Cab B 2nd Floor
Cab B 3rd Floor

Cab B dth Floor

Cab B &th Floor

Ok

Cancel
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PC100

IRC2000 panels connected along with the PC100 must be running firmware version 76 or higher
for the PC100 and the IRC2000 panels to function together correctly.

Panel Properties X|

General | Keypads | PIN Code | Links |

Bosch

It is recommended that the user be familiar with the DS7400Xi panel and has the ability
to program PIN codes and parameters into the panel.

The PC100 interface has been designed to connect the Integra32 network to the
DS7400Xi alarm panel through the option or keypad bus. It will emulate a keypad when
a link has been provided and report status to the Integra network when included in the list
of keypads.

In order for the alarm panel to poll the emulated keypad the keypad assignment for the
alarm panel should be programmed. Keypad addresses 1-10 connect to the keypad bus
and addresses 11-15 is connected to the option bus.

The PC100 can monitor all keypads on the bus that are listed under panel properties
“Keypads”.

A Link to an Event will use an emulated keypad to enter a password followed by a
command. If the password is not programmed into the alarm panel no operation will take
place. Whenever a command is executed the green “Health” LED will turn on. The
green “Health” LED will turn off when the alarm panel finishes its poll to the keypad.

General

Addrezs Description
| =2 |PCio032

...........

Farel type

PC100 Bosch =l

)3 Cancel Apply
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Address
The address 32 is automatically selected at the time of creation and cannot be edited.

Description
To change the default description simply type over it.

Panel Type
The panel type is chosen when the new panel is added and cannot be edited later.

Enable

If the enable check box is not checked then the panel will not be shown in the status
screen. All Access Point, Inputs, and Outputs under that panel will also be disabled.
Disabled items are still in the database but are not considered to be part of the system.

Keypads
x
Addrezs M ame | Emulated |
1 O
e O
< O
4 O
5 O
Frirt )3 Cancel Apply
Address

This is the address of the keypad in the Bosch system (1-15). Only five of the possible
fifteen keypads can be selected for use with the PC100.

Name
Enter here a description or name of the keypad to be shown in the Integra32™ gsystem.

Emulated

Check this box if the Integra32™ system will be emulating this keypad and leave it
unchecked to monitor an existing keypad. Signals from an emulated keypad will be the
same as signals from an existing keypad; therefore to the Bosch system there is no
difference between an emulated keypad and an existing keypad.
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Pin Codes

Panel Properties

Eenerall Keppads |

+ 4 Digit pin codes
™ E Digit pin codes

| FIM Code | Pin code name

Print

Ok

Cancel

Apply

Select either:
®© 4 Digit Pin Codes
Or
® 6 Digit Pin Codes

Pin Codes

Enter the four or six digits of each PIN code. These PIN codes must match PIN codes
programmed into the Bosch system in order for commands from the emulated keypads to
affect the Bosch system. Only five of the possible two hundred PIN codes may be

entered here.

Pin Code Name

Enter here a description or name for each PIN code.

Integra32™ User's Manual
Integra32™3.8.22r4.2 SP15

54

RBH Access Technologies Inc.




Chapter 5
Programming

Links
x
Eenerall Ke_l,lpadsl FIM Code |— I
Device Card Command K.eypads FIM Code &
1
2
3
4
5
: |-
7
g
3
10
11
12 LI
Print Ok Cancel Apply
Event
Select from a pull down list the triggering event.
Device ID
Choose the appropriate device to execute the selected command from a pull down for the
selected event.
Card
Enter the card number (if applicable) that will trigger the selected command when it is
associated with the chosen device and selected event (e.g. execute the command when
card 1234 is granted access at reader 1).
Command
Select the command to be executed on the chosen keypad from a pull down list (Arm
Keypad, Disarm Keypad, or Arm Perimeter).
Keypad
Choose which keypad the command is to be executed on.
Pin Code
Select a valid PIN code. The command will be executed as though this PIN code had
been entered.
RBH Access Technologies Inc. Integra32™ User's Manual
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Panel Properties El

General | Inputsl

Summit

The PC100 when made for the Summit application will interface the Electronics Line
Gold alarm panel to the IRC2000 access control system.

The PC100 comes with three channels of communication all if which are programmed for
a baud rate of 9600, eight data bits, and no parity.

The PC100 passes data to and from the host to the IRC network and listens for log
messages. In the event where the host is disconnected the PC100 sends request for status
from each panel in the network. This prevents log messages from being lost. It takes
about 5 seconds for the PC100 to time out and take over the network. When the PC100
has control of the network it will request time and date and keep updating the latest time
every 32 polls. When the host comes back on lines all log messages are ignored that are
time stamped with a date and time earlier than last recorded. This prevents old messages
from triggering false alarms while allowing the host to update its log file. All log
messages are passed through the event filter transforming all 128 different log messages
into a few events.

All activity is synchronized to the Summit LSCP bus. If the bus is disconnected all
activity on the PC100 will halt. The PC100 acts like a zone expander to the Summit
panel allowing up to 32 zones. Each zone is mapped to an element in the IRC network.
The state of each element in the IRC network will cause a zone to appear open or closed.

The PC100 acts like an IRC panel at address 32 to the host. The host can poll the PC100
to see if it is online, request status, write to memory, and update flash memory.

General

Addresz Dezcription
IS GELER

Parel ype

PC100 Surnmit =1

Ok Cancel Apply
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Address
The address 32 is automatically selected at the time of creation and cannot be edited.

Description
To change the default description simply type over it.

Panel Type
The panel type is chosen when the new panel is added and cannot be edited later.

Enable

If the enable check box is not checked then the panel will not be shown in the status
screen. All Access Point, Inputs, and Outputs under that panel will also be disabled.
Disabled items are still in the database but are not considered to be part of the system.

Inputs

The inputs of a Summit panel can be affected by the events from Integra32™ access
panels. They can follow the access panel’s inputs by mimicking them, going into alarm
when the access panel’s input goes into alarm. Alternatively, they can arm/disarm the
Summit panel when access is granted at a reader (the Summit panel’s input must be set as
an arm/disarm input). On the other hand, they can follow an output on the access panel
as if the output was wired to the input.

£one

D'ezcription | Farel | Command | Output -

Lo T L I B

[nput 1
|hput 2
[nput 3
[nput 4
[nput &
|nput B
[nput 7
[nput 8
[nput 9

[rput 10 LI

Print Ok Cancel | Apply

Zone
There are 32 zones.
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Description
The zone name or description can be edited here.

Panel
Designate which panel the input will be affected by.

Command

Choose the function for the input from the pull down list. Does it follow an input or an
output, or is it used to arm or disarm the Summit panel.

Output

If the input follows an output designates which output from the pull down list.

Risco Group

It is recommended that the user be familiar with the (“Risco Group”) panel and has the
ability to program PIN codes and parameters into the panel.

The PC100 interface has been designed to connect the Integra32 network to the (“Risco
Group”) alarm panel through the option or keypad bus. It will emulate a keypad when a
link has been provided and report status to the Integra network when included in the list
of keypads.

In order for the alarm panel to poll the emulated keypad the keypad assignment for the
alarm panel should be programmed. Keypad addresses 1-10 connect to the keypad bus
and addresses 11-15 is connected to the option bus.

The PC100 can monitor all keypads on the bus that are listed under panel properties
“Keypads”.

A Link to an Event will use an emulated keypad to enter a password followed by a
command. If the password is not programmed into the alarm panel no operation will take
place. Whenever a command is executed the green “Health” LED will turn on. The
green “Health” LED will turn off when the alarm panel finishes its poll to the keypad.
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General

Panel Properties x|

General | Keypads | FIN Cade | Links |

Addresz Dezcription
| @2 |PClonsz

Parel lype

PC100 Risco Group =1

Ok Cancel Apply

Address

The address 32 is automatically selected at the time of creation and cannot be edited.

Description

To change the default description simply type over it.

Panel Type

The panel type is chosen when the new panel is added and cannot be edited later.

Enable

If the enable check box is not checked then the panel will not be shown in the status
screen. All Access Point, Inputs, and Outputs under that panel will also be disabled.
Disabled items are still in the database but are not considered to be part of the system.
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Keypads
x
Address MHame | Emulated |
1 O
2 O
3 O
4 O
5 O
Ok Cancel Apply
Address

This is the address of the keypad in the Risco Group system (#?).

Name
Enter here a description or name of the keypad to be shown in the Integra32™ system.

Emulated

Check this box if the Integra32™ system will be emulating this keypad and leave it
unchecked to monitor an existing keypad. Signals from an emulated keypad will be the
same as signals from an existing keypad; therefore to the Risco Group system there is no
difference between an emulated keypad and an existing keypad.
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PIN Code

Panel Properties x|

Eenerall Keppads |

+ 4 Digit pin codes

| FIM Code | Pin code name

Ok Cancel Apply

® 4 Digit Pin Codes

Pin Codes

Enter the four digits of each PIN code. These PIN codes must match PIN codes
programmed into the Risco Group system in order for commands from the emulated
keypads to affect the Risco Group system. Only five of the possible two hundred PIN
codes may be entered here.

Pin Code Name

Enter here a description or name for each PIN code.
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Links
x
Eenerall Ke_l,lpadsl FIM Code ____________ : I
Device Card Command K.eypads FIM Code &
1
2
3
4
A
B
= L
2
9
10
11
12 LI
Ok Cancel | Apply
Event
Select from a pull down list the triggering event.
Device ID
Choose the appropriate device to execute the selected command from a pull down for the
selected event.
Card
Enter the card number (if applicable) that will trigger the selected command when it is
associated with the chosen device and selected event (e.g. execute the command when
card 1234 is granted access at reader 1).
Command
Select the command to be executed on the chosen keypad from a pull down list (Arm
Keypad, Disarm Keypad, or Arm Perimeter).
Keypad
Choose which keypad the command is to be executed on.
Pin Code
Select a valid PIN code. The command will be executed as though this PIN code had
been entered.
Integra32™ User's Manual RBH Access Technologies Inc.

Integra32™3.8.22r4.2 SP15

62



Chapter 5
Programming

DSC (IT-100)

This PC100 interface uses the DSC “IT100” to allow communications between the
Integra Access Control System and the DSC Power Series Burglar Alarm panel.

The PC100 is programmed through the Integra32 Software Version 3.7.18 (or higher)
and is designed to be “Stand Alone”. While the host is offline the PC100 continues
to monitor activity in the Access Control System allowing interaction between the
Access and Alarm Systems.

General
.
General | Ke}'padsl FIM D:u:lel Linksl lﬂputsl

Addiess  Description
| @2 |PClonsz

Fanel type

PC100ITI00DSC) j

¥ Enabled
Ok Caricel Apply

Address

The address 32 is automatically selected at the time of creation and cannot be edited.

Description

To change the default description simply type over it.

Panel Type
The panel type is chosen when the new panel is added and cannot be edited later.

Enable

If the enable check box is not checked then the panel will not be shown in the status
screen. All Access Point, Inputs, and Outputs under that panel will also be disabled.
Disabled items are still in the database but are not considered to be part of the system
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Keypads

Panel Properties X|

General Kevpads | PIN Code | Links | Inputs |

Address | M ame

EIEEE IS e e

Ok,

Cancel Apply

Address
This is the address of the keypad in the DSC system.

Name

Enter here a description or name of the keypad to be shown in the Integra32™ system
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PIN Code

Panel Properties

Generall Keypads

+ 4 Digit pin codes
" E Digit pin codes

FIM Cade | Pin code name

Chapter 5
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Ok

Cancel

Apply

Select either:
® 4 Digit Pin Codes
Or
® 6 Digit Pin Codes

Pin Codes

Enter the four or six digits of each PIN code. These PIN codes must match PIN codes
programmed into the DSC system in order for commands from the emulated keypads to
affect the DSC system. Only eight PIN codes may be entered here.

Pin Code Name
Enter here a description or name for each PIN code.
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Links
x
Generall Ke_l,lpadsl FIM Code  Links Ilnputsl
Event | Device | Card | Command | K.evpads | PIM Code I;
1
2
3
4
A
G
T L
g
9
10
11
12 ;I
)3 Cancel | Apply
Event
Select from a pull down list the triggering event.
Device ID
Choose the appropriate device to execute the selected command from a pull down for the
selected event.
Card
Enter the card number (if applicable) that will trigger the selected command when it is
associated with the chosen device and selected event (e.g. execute the command when
card 1234 is granted access at reader 1).
Command
Select the command to be executed on the chosen keypad from a pull down list (Arm
Keypad, Disarm Keypad, or Arm Perimeter).
Keypad
Choose which keypad the command is to be executed on.
Pin Code
Select a valid PIN code. The command will be executed as though this PIN code had
been entered.
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Inputs

Panel Properties x|

Zone | Description | K.eppad Iﬂ

[rput 1

[Fput 2

[nput 3

1
2

3

4| [nput 4
8| Input &
B
7
]

Input &

[Fput 7

[nput 8 ;I

)3 Cancel Apply

Zone
There are 256 zones.

Description
The zone name or description can be edited here.
Keypad

Select the Keypad assigned to various zones from the drop down menu.
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Access Points

£ 8 Access Paints

% )
...... Jﬂ' Re m Propetrties |

General

| I'-1|:u:|es| Time-u:uutsl Linksl .-'-‘-.Iarmsl EET‘JI .-’-'-.d'-.fancedl

Drescription
E IHeader 1

— Inputs & Outputz Configuration

Door contack [nput 2
Fequest to exit: [nput 1
Lack autput: COutput 1

Alarm shunt output; Output 2

¥ Enabled

Ok

Cancel

Description

To change the default description simply type over it.

Input & Output Configuration
This section of the tab tells you which inputs and outputs are assigned to the access point.
Enable

If the enable check box is not checked then the access point will not be shown in the
status screen and will not be considered as part of the system.
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Modes

General |Time-u:uuts| Linksl .-'-‘-.Iarmsl EET‘JI .-’-'-.d'-.fancedl
— Options
W Auto-relock [ High zecurity

[T Deduct uzage

[ Disable forced entry
[~ First person delay

[~ RTE Bypass DC
[T PC Decizion Required

[ Facility code mode
v Feport RTE
[ Feport door not open

v Feport unknown format
[ Inhikit 1D

nlock schedule

IEIEI - Mewver j
Card + PIM zchedule
IEII:I - Mever j

Chapter 5
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0k Cancel

Auto-Relock

After a grant access the door locks again at the end of the unlock time. With auto-relock
checked if the door closes before the unlock time expires, then the door will lock when
the door closes and won’t wait until the timer expires.

Deduct Usage

Readers selected to deduct usage will reduce the usage count of cards granted access if
the cards’ usage count is less than 255. Card with a usage count of zero will not be
granted access. Usage count works per panel if the system is run offline. Systems that
are run online will have the usage count of a cardholder updated in all panels when any
reader reduces that cardholder’s count.

Disable Forced Entry

If Forced Entry is disabled then opening the door without an access granted will not
cause a Forced Entry alarm but instead will start the access granted sequence. This is
generally used on a door with a mechanical egress and no request to exit device.

First Person Delay

Access points with lock/unlock schedules will lock and unlock according to the schedule.
If First Person Delay is selected the door will remain locked until the first card is granted
access after the start of the schedule.
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RTE Bypass DC

This feature is used with the doors having mechanical egress. The Request to Exit device
will bypass the door contact but will not unlock the door. The door can be opened
without causing an alarm since the contact is bypassed.

PC Decision Required

Selecting PC Decision Required takes the decision to grant access away from the panel.
If the panel would normally grant access, it wouldn’t. Instead it simply sends a message
to the PC “Access Requested”. An operator at the PC can then decide to grant access or
not. Other software functions can also use this feature (e.g. global Antipassback).

High Security

Only cards with High Security privilege will be granted access at access points in High
Security mode.

Facility Code Mode

Access points in Facility Code Mode will grant access based upon the card’s facility code
and not on the card’s card number. Cards not entered into the system that have the
correct facility code will be granted access.

Report RTE

Access granted by a request to exit device will report that event, if this feature is checked.

Report Door Not Open

The fact that a door was not opened after access was granted at that door can be reported
if this feature is checked.

Report Unknown Format

An Unknown Format message indicates that the data received does not correspond to any
of the card formats useable by the IRC-2000\URC-2000. This message can be turned off
if it is not required.

Inhibit ID

The cardholder name and card number will be blocked for access granted messages if this
feature is checked. ‘Access granted RTE’ message will be shown in place of ‘Access
granted by card’. This feature is not applicable for Card + PIN schedule.

Unlock Schedule

Select a schedule when unlocking and locking of this access point is required.

Card + PIN Schedule

Select a schedule when both Card and PIN are required. When this schedule is off only
a Card is needed for access to be granted.
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Time-Outs

Timers can be set from 0-127 seconds or minutes. Setting a timer to zero will disable it.

x

1 Links | Alarms | CCTY | Advanced |

Unlask time ™5 {5~
Extended urlosk tive [ ™75 [z ~
DHO werring [~ sec =]

DHO slam ™ see =]

Timed anti-passback [ 05w =]

Fiepeat Ignore me 0f5ec =]

0k Cancel

Unlock Time
This is the time the Door Unlock output is turned on for.

Extended Unlock Time

For the Cards given the Extended Unlock Time privilege the Door Unlock output will
turn on for this length of time instead of the regular Unlock Time.

DHO Warning

If a door is still open when the Lock Time expires, the Door Held Open Warning timer
will start. When the Door Held Open Warning time expires the Access Point will go into
Door Held Open Warning (posting DHO Warning message and pulsing the reader’s
buzzer).

DHO Alarm

If a door is still open when the Door Held Open Warning time expires, the Door Held
Open Alarm timer will start. When the Door Held Open Alarm time expires the Access
Point will go into Door Held Open Alarm (posting DHO Alarm message and turning on
the reader’s buzzer continuously). Since the DHO Alarm timer starts when the DHO
Warning timer expires, if the DHO Warning time is set to zero then the DHO Alarm
timer won’t be started.
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Timed Antipassback

Set the amount of time for Timed Antipassback here. Timed Antipassback will reset at
the end of the programmed time allowing the cardholder to be granted access into an area
they are already logged into. If a cardholder tries to re-enter an area before the timer
expires they will cause an antipassback violation.

Repeat Ignore Time

Set the amount of time after a card is read until that card can be use again at that door.
After the card is read, that card will be ignored for the set amount of time. Other cards
can be used and each will be subject to the ignore time individually.

Links

x

Generall Mn:u:lesl Tirne-outs

I &larms I CCT I &dvanced I

Select an event IF-::ru:eu:I Entry j
Comrmand Device Diuration Schedule

1. IEIutput On j IEIutput 3 j I_Ej Sec j ID'I - Always j
2-IDisarm [Fput j IInput? JI_:I Sec J IEI2 After Hours J
d 5| = =
g 5| = =
d =] = e g
d = i = | 5
d = = =
d = = | o

Ok Cancel |
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First select an event.

The selectable events are Access Granted, Access Denied, Door Locked,
Door unlocked, Door Held Open, Door Not Open, Forced Entry, Restore,
High Security On, High Security Off, 3* Links, and 5* Links (3* Links and
5* Links indicate either three or five consecutive Access Granted to execute
the link).

Then select up to eight commands to be executed with that event.

The command selection list includes; arming or disarming an input, turning
on or off an output, locking or unlocking an access point, setting High
Security mode on or off for an access point, and turning Disable Forced
Entry on or off.
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After you have selected a command an appropriate device needs to be selected

(input, output, or access point).

Choose the duration of the command (0-127 seconds or 0-126 minutes).

- Not all commands can be timed. High Security on and off, and Disable
Forced Entry on and off cannot be timed.

A schedule can also be selected for each command (the command will only be

executed when the schedule is on).

The example above has the Output 3 being turned on for five seconds and Disarm Input 7
when there is a forced entry at Reader 1 (but only during the specified schedule
associated with output/input).

x
General I Modes I Time-outs I Links Alams I CCTY I Advanced I
Aocess Granted Alam zchedule I ristructions
Access Denied
Cioor Held Open |EI1 - Blwaays j I j
Droor Mot DEen
[T Show Yideo [If camera assigned on DYE tab)
Access Granted RTE [~ Show Video on Event
E mail &ddrezz(0 perataor]
II:IEIE - Test operator j
¥ Send Email on Alamm
[~ Send Email on Event
Ok Cancel

First select an event from list on the left.

- The alarm will occur when the message appears in the log screen.

Then select an Alarm Schedule. (Causes an alarm when?)

Then you can select (if required) an instruction message for the alarm. (Message
creation is described earlier.)

Show Video (If camera assigned on DVR tab): Check this box to have the DVR
show the camera configured on the DVR tab for this access point on the
configured Alarm.

Show Video on Events: Check this box to have the DVR show the camera
configured on the DVR tab for this access point on the configured message
(Alarm is not required).
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e Select an operator if need to send an email on the message.

M Send Email on Alarm: Check this box to send the email address configured for
the operator selected on Alarm.

M Send Email on event: Check this box to send the email address configured for the
operator selected on Event.(Alarm configuration is not required)

CcCTV®

x

Generall Mu:u:lesl Time-n:nutsl Links I Mlarme  CCTY |.-’-‘-.u:|\-'ann::ed|
¥ Send Messages to DVE

Camera Mumber

|5
VR P Address Part Hurber
|125.1un.?5.14n |33nt1

] Cancel

This tab is available for editing only if CCTV license has been installed, otherwise we
can only send messages to DVR servers.

2 This selection is only available if the optional license for the DVR Software has been purchased and installed.
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x

Generall Mu:u:lesl Time-n:nutsl Links I Mlarme  CCTY |.-’-‘-.u:|\-'ann::ed|

[¥ Send Messages to 0VE

Camera Mumber

|5
VR P Address Part Hurber
|125.1un.?5.14n |33nt1

] Cancel

The information in this tab is used to interface with a DVR.
There are two ways that this interface can be accomplished.

1. The first is by sending messages to DVR servers. Two types of messages can be
sent to DVRs: ASCII or XML, selection of which is made in DVR Message
Format: as explained under System Options

M Send Message to DVR

e First select the camera number you want to display from DVR.

e Then enter the DVR’s IP address and Port Number associated with the camera you
selected as you could be using more than one DVR. For this functionality to work,
messages need to be configured in system messages tab as explained on page 135.

The ASCII messages are sent to DVR in the following format:
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33 TCP/IP Messages Tester = [EoR ===
I

03 342642012 15:58:00 Access granted: Operatar Beader Thew chip

03 342642012 15:58:05 Arocezs granted: Operator Reader Tnew chip

03 3/26/201 2 15:58:26 Arccess denied: Invalid card number [5571261] Reader 1Tnew chip Fanel 79-2
03 342642012 15:58:51 Arocezs denied: Invalid card rumber [551261] Reader 1rew chip Panel 73-2
03 2342642012 15:53:00 Aocess granted: Card gh g (53070) Reader Tnew chip Panel ¥3-2

Thiz applizations liztens an part 3300 ]

And
XML messages are sent in the following format:

B3 TCP/IP Messages Tester E'@
|

<mzg version="1"r<DateTimeldTC>7/5/2012 65527

Pri</DateTimel TCx <D atas < CameraMumber: 5</CameraMumber: < CardMumber: 453349 /CardMurber: < CardHolderFirstd ames < /CardH
olderFirstM ames < CardHolderlaztM ames < /CardHolderl astt ame: <E ventxAccezs granteds /Event: <EventT extrAocess granted:

Card< /EwventT exty <Devicel D> 16843265 D evicel D < DeviceM amer Reader 78-2-

1< /DeviceM ames<PanelD:E5734< /PanellDr < PanelM amerPanel 78-2</PanelM ame: < /D atas < /megs

<mag version="1"»<DateTimeTC: 7/5/2012 65523

Pz /D ateTimeld TCx <D atay < CameraMumber:5< /Camerab umbers < CardM umber: 454349 /CardM umber: < CardHolderFirstM ames < /CardH
olderFirstM ames < CardHolderlaztM ames < /CardHolderl asth ame: <E vent:Access granteds /Event: <EventT extAccess granted:

Cards /EventT ext: < Devicel D> 16284 3265< /0 evicel D » <DeviceM ame: R eader 72-2-

1< /DeviceM ames<PanelD:E5794< /PanellDy < PanelM amerPanel 78-2</PanelM ames < /D atas < /mags

Thiz applications liztens on port 3300

XML format string is:

<msg Version="1">
<DateTimeUTC></DateTimeUTC><Data><CameraNumber></CameraNumber><CardNumber></Card
Number><CardHolderFirstName></CardHolderFirstName><CardHolderLastName></CardHolderLastN
ame><Event></Event><EventText></EventText><DevicelD></DevicelD><DeviceName></DeviceNa
me><PanellD></PanelID><PanelName></PanelName></Data></msg>

" When <Event> is Access Granted, Access Denied or Access point then <Device ID> =
Reader ID and <Device Name> = Reader name.
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NOTE: Integra32™ server services need to be restarted whenever switching
between the DVR Message Format: ASCII and XML in System Options.

2. The second way the interface can be used is to associate with a specific DVR.
DVR are set up in the Main window’s toolbar under DVR.

x

Generall M-:u:lesl Time-u:uutsl Linkz I Alams  CCTY |.-’-'-.u:|vanu:ed|

[T iSend Meszages ta DVR

DA Marme
INu:une j
— Camera [nformation—————— — Histomy [nformation
Camera Mumber Fre Event Time
=1 .
[ = =
[T PTZ Camera

Post Event Time

| = =

Ok Cancel

¢ First select a DVR for the pull down list under DVR Name.

e Next configure the Camera Information. Select a camera number, indicate
whether it’s a PTZ camera or not, and if it is enter a preset number if applicable.

e Then set the History Information. Set the Pre Event Time, and the Post Event
Time. These times set playback start time (how much time before the event time)
and the playback end time (how long to continue the playback after the event
time). This configuration is used by the History Reports DVR tab to playback
video associated with a logged event.
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Advanced

x

Generall I'-1|:u:|es| Time-u:uutsl Linksl .-'-‘-.Iarmsl CCTY  Advanced I

Entering Area v Standard APE Enabled
INnne j  Soi
Exiting Area & Hsa
* nang
IN-:une -

[ Esit Reader Installed
¥ AP Activity

[” Access Requested
[T Access Granked
[T Access Denied

0k Cancel

Standard APB Enabled

The check box is used to turn on antipassback. Soft antipassback will still grant access
even though APB has been violated, hard APB will not.

Global/Local Antipassback

N1/

For Global Antipassback®' to work the Integra32™ system must be online, and PC
Decision Required must be turned on in the Modes tab of the Reader Properties’
window for all of the appropriate readers, otherwise the panel will default to Local
Antipassback™ (within an IRC-2000/URC-2000). Global Antipassback allows a
cardholder’s area to be reset/cleared, meaning they are not logged into any area.
With Local Antipassback the cardholder is either ‘In’ or ‘Out’ (never neither, always
one or the other). Local Antipassback may be used with or without the Exit Reader
Interface.

If the Exit Reader Interface is not used when Local Antipassback is configured,
then either the ‘A’ side or the ‘B’ side reader port (not both) needs to have its
TAM terminal grounded. The side with the grounded TAM terminal will be the
‘Out’ reader and the side without will be the ‘In’ reader.

Entering Area & EXxiting Area

! Antipassback tracked across multiple IRC-2000s is called Global Antipassback.
2 Antipassback tracked on one side of a panel (IRC-2000) is called Local Antipassback.
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An Entering Area must be selected for APB to work. Selecting only an Entering Area
will setup Reader APB. In Reader APB the Entering Area is compared to the
cardholder’s current location. If they match there is an APB violation. By adding an
Exiting Area you setup Area APB. Area APB not only check that the area the cardholder
is entering isn’t the area they are in, but also verifies that the area they are exiting is the
area they currently are in, providing a higher level of APB.

APB Access Points work well with Exit Reader Interfaces. The ‘In’ reader uses the
configuration of Entering Area and Exiting Area as programmed while the ‘Out’ reader
uses the inverse. (The ‘Out’ reader gets its Entering Area from the data programmed into
Exiting Area and vice versa.)

Exit Reader Installed

Selection of this option will configure the system to allow separate Global links for the
‘In’ reader as for the ‘Out’ reader.

The Exit Reader Interface module is used to connect two readers to a single reader port
providing both ‘In’ and ‘Out’ readers.

‘7\\ To use the Exit Reader Interface module the IRC2000 must be running firmware
100 or higher.
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Access Point Activity (AP Activity)

By checking this box you enable the automatic displaying of the Access Point Activity
window for the selected event(s) occur at the access point. Often this is used with a

CCTYV system for video verification of access.

Multiple readers may have been selected to be displayed with this window. Only the last
event is displayed though, all previous displays are deleted.

AP Activiby

Grankt access

=101 =]

g Reader
|

MHumber

[ ate

Event

M arne

& Grant Access

Grant access will grant access at the reader currently shown in the Reader box of

the Access Point Activity window.

Note: The above window is automatically displayed only if Access Point Activity (AP
Activity) is turned on, either from the Options menu or on the main screen toolbar.

File | Dptions Links Toolz Reports Help

! Swztermn Options -

Lo =] Systern Messages b

‘ AP Activity

Wizibors

O
OWR Help

e ‘

0&7] 2P 2ctivity

W b Configuration
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Inputs
El—-’-— Inputs
_.-'.. DCR % Properties |
b INpUETST
General
From General tab the user can change the description of the input. The Type of input is
also chosen here.
e The input type can be:
- General Purpose
- RTE for Reader A
- RTE for Reader B
- Door Contact for Reader A
- Door Contact for Reader B
Details
Select the Circuit type and Abort Delay under the Details tab.
e Inputs can be:
- Normally Open or Normally Closed
- One resister, Two resister, or No resister
e Abort Delay is set in second/minutes (maximum 127 minutes).
- The input must be tripped for this amount of time to cause an alarm. If the
input is cleared before the time expires then there won’t be an alarm.
For General Purpose inputs additional programming is required under the Details tab.
mput11 x|
General | EET"JI Linkz I .-’-'-.Iarmsl
Circuit type Abort Delay
ML, 1 Resistor j |5 ﬂISEC j
— Optionz
[ Forced arm alam
v Repart while armed
v Report while dizarmed
Digarm during time group
IEIE - After Hours j
3 Cancel
RBH Access Technologies Inc. Integra32™ User's Manual
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- Reporting or Non-reporting. (Are messages from this input to be displayed
on the Log Screen and logged?)

- Forced Arm Alarm or Not Forced Arm Alarm. (Forced Arm Alarm will
force an input into alarm if it is armed while it is abnormal.)

- Disarm during Time Group. (Disarm the input during a schedule.)

ccTv®

put 11 x|

Generall Detailz  CCTY | Linksl .-'-‘-.Iarmsl

v Send Meszages to DVR:

Camera Mumber

DR IP Address Port Murmber

Ok Cancel

This tab is available for editing only if CCTV license has been installed, otherwise we
can only send messages to DVR servers.

The information in this tab is used to interface with a DVR.
There are two ways that this interface can be accomplished.

1. The first is by sending messages to DVR servers. Two types of messages can be
sent to DVRs: ASCII or XML, selection of which is made in DVR Message
Format: as explained under System Options

M Send Message to DVR

e First select the camera number you want to display from DVR.

e Then enter the DVR’s IP address and Port Number associated with the camera you
selected as you could be using more than one DVR. For this functionality to work,
messages need to be configured in system messages menu as explained on page 135.

 This selection is only available if the optional license for the DVR Software has been purchased and installed.
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e The ASCINXML messages are sent to DVR.

%~ When <Event> is Input, then <Device ID> = Input ID and <Device Name> = Input
name.

NOTE: Integra32™ server services need to be restarted whenever switching
between the DVR Message Format: ASCII and XML in System Opftions.

2. The second way the interface can be used is to associate with a specific DVR.
DVR are set up in the Database Screen under DVR.

mput 1.1 x|

| Linksz I .-'-"-.Iarmsl

[~ Send Messages ta OWHE

DA Mame
INDnE j
— Camera Information—————— — Hizton |nformation
LCamera Number Fre Event Tirme
1 — I'I IIh-'hn j
[~ PTZ Camera

FPost Event Time

[T =uin =]

Ok Cancel

e First select a DVR for the pull down list under DVR Name.

e Next configure the Camera Information. Select a camera number, indicate
whether it’s a PTZ camera or not, and if it is enter a preset number if applicable.

e Then set the History Information. Set the Pre Event Time, and the Post Event
Time. These times set playback start time (how much time before the event time)
and the playback end time (how long to continue the playback after the event
time).

This configuration is used by the History Reports DVR tab to playback video

associated with a logged event.

/ Links and Alarms tabs are available only for general-purpose inputs.
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Links

mput 1.1 x|

Select an event IInput Alarm j

Caommand Device D'uration Schedule

1-IIIIut|:uutI:Ir'| leutputS jl_ﬂleSEc jIDE-.ﬂ.fterHDurs j

2, I Dizable forced entry Dnj I FReader 1 j I_j j IEI'I - Blways j

3-IUnIu:u:k Draor j I Reader 2 j I_EliI Sec j IEI'I - Blways j

4.|

=l | = |

5.|

=l | = 2|

5.|

=l d = =

?'.I

=l | = =

s.|

K | K8 K { KA (K

=l d =5 =

Ok Cancel
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First select an event.

- Selectable events are Input Abnormal, Input alarm, Input Normal, Input
Restore, and Input Trouble.

Then select up to eight commands to be executed with that event.

- The command selection list includes; arming or disarming an input, turning
on or off an output, locking or unlocking an access point, setting High
Security mode on or off for an access point, turning Disable Forced Entry on
or off, and Clear Area.

After you have selected a command an appropriate device needs to be selected

(input, output, or access point).

Choose the duration of the command (0-127 seconds or 0-126 minutes).

- Not all commands can be timed. High Security on and off, and Disable
Forced Entry on and off cannot be timed.

A schedule can also be selected for each command (the command will only be
executed when the schedule is on).
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Alarms

mput 11 x|

General | Details | CCTV | Links  Alams |

Iput Abnormal Blarm schedule

[rpLt M armal 00 - Mewer j
|nput R estare o0-M
[nput Trouble ;

==
AU

[T Show Yideo (I camera azsigned on DY tak]
[~ Show ideo on Event

k. Cancel

o First select an event from the list on the left.
- The alarm will occur when the message appears in the log screen.
o Then select an Alarm Schedule. (Causes an alarm when?)

e Then you can select (if required) an instruction message for the alarm. (Message
creation is described earlier.)

M Show Video (If camera assigned on DVR tab): Check this box to have the DVR
show the camera configured on the DVR tab for this input on configured Alarm

M Show Video on Event: Check this box to have the DVR show the camera
configured on the DVR tab for this input on configured event.
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Outputs
El . Cutputs
..... @

o @ She % Properties |
""" @ DLI:.pul. T

General
The Description and Type of the output can be changed/programmed in the General tab.

e The output type can be:

- General Purpose

- Lock for Reader A

- Lock for Reader B

- Handicap for Reader A
- Handicap for Reader B
- Alarm Shunt A

- Alarm Shunt B

- Modem Power

ey Links |

On State
Clutput State On during time group

Energized j II:IE - After Hours j

¥ Feport to FC

Ok Cancel

Choose Energized/De-energized On State and select a schedule for Output State On
During Time Group from the Details tab. Also select the option of Report to PC, if it is
needed. Output State On During Time Group and Report to PC are programmable for
general-purpose outputs only.
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cCcTv#

output 1.1 x|

Generall Detalls CCTY | Linksl

v iSend Meszzages to DWR

Camera Number

DR IP Address Fart Mumber

Ok Cancel

This tab is available for editing only if CCTV license has been installed, otherwise we
can only send messages to DVR servers.

The information in this tab is used to interface with a DVR.
There are two ways that this interface can be accomplished.

1. The first is by sending messages to DVR servers. Two types of messages can be sent
to DVRs: ASCII or XML, selection of which is made in DVR Message Format: as
explained under System Options

M Send Message to DVR

e First select the camera number you want to display from DVR.

e Then enter the DVR’s IP address and Port Number associated with the camera you
selected as you could be using more than one DVR. For this functionality to work,
messages need to be configured in System messages menu as explained on page 135.

e The ASCINXML messages are sent to DVR.

%~ When <Event> is Output, then <Device ID> = Output ID and <Device Name> = Output
name.

?* This selection is only available if the optional license for the DVR Software has been purchased and installed.
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NOTE: Integra32™ server services need to be restarted whenever switching
between the DVR Message Format: ASCII and XML in System Options

2. The second way the interface can be used is to associate with a specific DVR. DVR
are set up in the Main windows’ toolbar under DVR.

output .1 x|

Generall Detail: CCTY | Linksl

[T iSend Meszages to DVE:

O%E M arne
CIGK =]
— Camera Information————— — Hiztom Information
Camera Mumber Pre Event Time
IEI — I'I len j
[~ PTZ Camera

Paost Event Time

[ Smin =]

Ok Cancel

e First select a DVR for the pull down list under DVR Name.

e Next configure the Camera Information. Select a camera number, indicate
whether it’s a PTZ camera or not, and if it is enter a preset number if applicable.

e Then set the History Information. Set the Pre Event Time, and the Post Event
Time. These times set playback start time (how much time before the event time)
and the playback end time (how long to continue the playback after the event
time).

This configuration is used by the History Reports DVR tab to playback video

associated with a logged event.

/ The Links tab is only available for programming for general-purpose outputs.
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Command Device Cruration Schedule

1-|.-’-'-.rm Input j IInput 1.1 j ijSEc j IEIE - After Hours j

2-|Di$ah|e forced entry Off j IHeader 2 j I_ﬂ j IEI'I - Bilways j

3-|L|:u:k Door j IHeader'I j I_Uj Sec j |EI1 - Bilways j

‘ =] = 7
5 | 2 | = =2 [
g =] = g
d | | | o
d =] | e 7
Ol Cancel
e First select an event.
- Either Output On or Output Off.
e Then select up to eight commands to be executed with that event.
- The command selection list includes; arming or disarming an input, turning
on or off an output, locking or unlocking an access point, setting High
Security mode on or off for an access point, and turning Disable Forced
Entry on or off.
e After you have selected a command an appropriate device needs to be selected
(input, output, or access point).
e Choose the duration of the command (0-127 seconds or 0-126 minutes).
- Not all commands can be timed. High Security on and off, and Disable
Forced Entry on and off cannot be timed.
- A schedule can also be selected for each command (the command will only
be executed when the schedule is on).
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Elevators

v -8 Panel 1
o8l Panel 2
- |8 Panel 3
-8 Access Paints

[ Inputs :
- @ Outputs E"‘E‘f Elevvator

=-1® Panel 4 & &dd Elewakar | ----- = Elevﬂ Properties

X Delete

8 Panel 5

The URC2000 Elevator Control can control up to two elevator cabs and thirty-two floors.
You can split the thirty-two floors between the two doors any way you like.

£ Add Elevator O] x|

D'escription

INEW Elevator

Reader I j

Aveailable [tems Selected ltems

Ok Cancel

Access Points used for elevator control will have all the standard functionality of regular
Access Points except for Antipassback and Interlock, and unlocking these Access Point
will only affect the outputs assigned to the URC2000 controller and not the floor outputs.

Integra32m User's Manual RBH Access Technologies Inc.
Integra32™3.8.22r4.2 SP15

90




Chapter 5
Programming

£ Add Elevator =10 x|
Elewatars |
Dezcrption
1
|Cab &

Reader IHeader 5 j

Aveallable [tems Selected ltems
Dezcription | Dezcription
13t Floor Cab B 12t Floor Cab &
2nd Floor Cab B 2nd Floor Cab &
rd Floor Cab B 3rd Floor Cab A
dth Floor Cab B 4th Floor Cab A
Ath Floor Cab B Ath Floor Cab A
Eth Floor Cab B Bth Floor Cab A
7th Floor Cab B ¢ 7th Floor Cab A
gth Floor Cab B — 1 | 8th Floor Cab &
Sth Floor Cab B Sth Floor Cab A
10th Floor Cab B 44 10th Floor Cab &
11th Floor Cab B 11th Floor Cab &
12th Floor Cab B 12th Floor Cab &

ak | Cancel |

Change the Description, select a reader, and for that reader determine which outputs
(floors) are to be controlled on this elevator. You can create up to two elevators (per
controller) by using both the A side and B side readers.

Integra32m User’'s Manual
Integra32™3.8.22r4.2 SP15

91

RBH Access Technologies Inc.




Chapter 5
Programming

Floor Groups

El&=E Elervator EI& Ceil:u &
E‘sﬁa Cab A EILLL Elervator Floor Groups
IEI,=E=E Cab B |_|_|_ Add Elerator Floor Group | El& Cab B
~\LE ElevarmrFoor erors ~|LE Elevator Floo * Delete

Add Floor Groups as required. Change the description and select which floors are to be
member of the group. Each group can be given an Unlock Schedule so that its floors can
have free access during that time. Maximum 15 floor groups can be added per elevator.

ini. Elevator Floor Groups - 10| x|

Elewator Floor Groups I

Description |Eal:| & - 2nd , dth, Tth, & Sth Flaors

Elevator IEaI:I & j Unlock Schedule 01 - Always j
L ailable ltems Selected ltems
Description | Description
Tzt Floor Cab A vy 2nd Floor Cab A&
3rd Floor Cab A | 4tk Floor Cab
Ath Floor Cab A Ttk Floor Cab
GBth Floor Cab A y Btk Floor Cab dy
Ath Floor Cab A
10th Floor Cab A
11th Floor Cab &
12th Floor Cab &

Cancel |
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Access Levels

E- @ #ccess Levels

B @ "0 o

Lo @ Maste @ AddAccesslevel | L

Fiefresh .

Assigning schedules to access points and floor groups creates access levels. They are
created so that cardholders can be easily given access rights. Before cardholders are
entered, any additional access levels that are required should be programmed. The only
default access level is Master, which always provide access to all doors and all floors.

General
Change the Description of the Access Level in the General tab.

Access Level Properties ﬂ

General I Access Level I Elevatars Access Level I

2 D'escription

IEusiness Hours Access Level

Ok Cancel
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Access Level

Access Level Properties El

| Elevators Access Level I

Reader | Schedule
Reader 1 02 - Mon-Fri 7:30am-5:30pm
Reader 2 02 - bdon-Fri ¥:30am-5:30pm
Reader 3 02 - MorFri 7:30am-5: 30pm =]
Feader 4 00 - Mewer

S 01 - Always
Reader & (0 - bon-Fri 7 30am-5 30pm
Feader 03 - After Hours

04 - Man-Fri 8:00am-5:00pm

Reader ¥ 04 - bdon-Fri 8:00am-5:00pm
Reader 8 04 - Man-Fr 8:00am-5:00pm

Ok Cancel

Program the Schedule corresponding to the Reader (e.g. front door & rear door) in
Access Level tab. Assign one schedule to each access point. Use the Never schedule if
no access is be allowed at the access point. Any access points added after the creation of
the Access Level will be given the schedule Never. Access levels can easily be edited
anytime after they are created if changes are required.

Elevator readers require a schedule but the actual schedule selected is irrelevant. The
actual Cardholder’s access is determined by the Schedules on the Floor Groups.
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Elevator Access Level

Access Level Properties 5[

Generall Arcess Level Elevators Access Level |

E levator | Elevvator Floor Groups | Schedule

Cab & Cab A - 2nd |, 4th, Tth, & 8th F 00 - Mewver

Cab & Cab A - 2nd, 3rd, Bth, & 10th F 00 - Mewer

Cab & Cab & - 2nd, 4th, & 12th Floor: 00 - Mewer

Cab A Cab A - Z2nd, 3rd, Bth, Sth, &1 04 - Maon-Fri 8:00&m-5: 00pm

CabB Cab B - 2nd . 4th, Tth, & 8th F 00 - Mewver

Cab B Cab B - 2nd, 3rd, Bth, & 10th F 00 - Mewer

Cab B Cab B - 2nd, 4th, & 12th Floor: 00 - Mewer

CabB Cab B - 2nd, 3rd, Bth, Sth, & 1 {00 - Mewver j
00 - Hewer
07 - Alvways
02 - Mon-Fri 7:30am-5:30pm
|03 - After Hurs

Ok Cancel

The schedule of any Floor Group can be changed to any schedule, as long as no more
than four schedules are changed from Never. Maximum of 4 Floor groups can be
assigned per elevator panel in an Access level. If multiple Floor Groups, that are given
schedules, have floors in common than the cardholder will have access to those floors if
any schedule allows it.
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Chapter 6
Cardholders

Cardholders are entered/edited by clicking the Cards button from the toolbar of the Main

Window.
% Integra32 - AxiomLite Cardholders x|
File
2 2 X B4 ) 5] =
Tt Edit Zancel Delete Search Multi Cards F Print Receipt
Lazt name First hame Initials Cardnumber
[sNDRULIS |STEFHEN | |
| Frofile I Phato I MHates I Moare Fields I
~449968
RERLG Access level

| 1 J|Master

Activation date

| 472 72m2 =l

Deactivation date Ilzage Count

[ 141 /203 =1 0

Status FIM Code

I.ﬁ.ctive j I’“"“‘

Type

INu:urmaI j
¥ | lanore &ntipasshack [T lonore Aute iid
¥ | Unlock Friviege [2]
I¥ | High Secrity Brivilegs (4]
¥ | Link Execute Frivilege [3/5]
[T | Extended unlock time
I Dizabled

ll—l LI Lidd | Edit Bemawe Capy |
<] <] 1ofz3a9 B [
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Fields and Options

The cardholder window contains following fields and options:

File
& Exit:  Select this option to leave the Cardholder screen.
New
To add a new cardholder click on the New button, then the cardholder’s information can
be entered.
Edit
To make changes to an existing cardholder click Ediz, then make the necessary changes.
Save
To save changes made to a cardholder click Save.
Cancel
Cancel will exit the edit mode without saving any changes to cardholder.
Delete
Cardholders that are no longer required can be removed from the database with the
Delete button. All cards with this cardholder are deleted with it.
Search
To search for a cardholder click Search. There are many fields to search by, select one
and enter your perimeters then click Search.
Multi Cards
Multi Cards will open a utility to add multiple cards in a sequence to the cardholder
utility as well as to the panels.
F Print®™
F Print will open the finger print enrolment screen depending upon the manufacturer
selected in Badge tab of system options.
Last Name
Enter the cardholder’s surname.
First Name
Enter the cardholder’s given name.
Initials

Up to six characters can be entered.

% This selection is only available if the optional license for the Finger Print Reader has been purchased and installed.
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Cardnumber
Enter a number here to be used as a search parameter.

Multi Cards

Multi Cards x|

Start Cardnurnber Activation Date

| |4 Mayzooe ]
End Cardnumber Expiry Date

| [1 Jan 2038 =]
Aocezs Level

IN::: Aocess j

Stark Cloze

Multi Cards utility can add multiple cards in a sequence in the cardholder window.
e Putin the Start and End card number.
e Assign the Expiry date, if any.

e Assign the Access Level from the drop down menu of the Access Levels configured
in your system.
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x
Start Cardnurber Activation Date
[23033 [29-Mar-2005  ~]
End Cardnumber Expiry Date
[2g500 [1-dan-2038 =]
Access Level
Mo dcoess

1071 - kaster
02 - Accounting
03-Sales
- Warehouze
5 - Shipping
& - Manager
Start Cloze

e (Click on Start button to add the cards

x
Start Cardnurmber Activation Date
(EEIEE] [25Mar-2005 ]
End Cardnumber Expiry Date
[2g500 [1-dan-2038 =]
Access Level
IEI# -WwWarehouze j

Card Mumber 33105 Added :l

Card Humber 33106 Added
Card Humber 39107 Added
Card Mumber 33103 Added
Card Humber 33109 Added
Card Mumber 33110 Added
Card Mumber 39111 Added
Card Humber 339112 Added
Card Mumber 33113 Added
Card Humber 39114 Added
Card Humber 39115 Added
Card Humber 33116 Added
iCard Murnber 39117 Added

Stark

[Elaze

RBH Access Technologies Inc.
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¥~ Cards added through Multi Card utility do not get downloaded to panels. The operator
needs to do a full download to the panels to download the cards added through Multi
Cards.

F Print*®

Enroll Peter's Fingerprints

Calbrate

Calibration Parameters : Default
Imzge A egistered Finge Sebacied Finge

Veified 1zt Flnng Diglele

end Finges [£] Dd_clc|
3rd Finger [ J 1

Ath Finger J :
Sth Finger J

7 B

=0

Quality (100 Gith Fanger |
Secunty Level | 1 ‘ Enroll | Exit

Enrollment completed zuccessfully. Please lilt your hinger.

FingerPrint enrolment window varies for different manufactures of fingerprint readers

%6 This selection is only available if the optional license for the Finger Print Reader has been purchased and installed.
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% RBH Finger Print Enrollment O] x|

# Enrall Save IECaru:eI

0 sE

i+ Terminal bfr -
Card name IKant_l,l Riarh
Card nurmber |454349
Yerification mode IFinger j

o o

o @ o o
e o
. C

Maximum fingers per card: 1
Fingers captured: 0

Select a finger and click [Enroll] to start enrolling finger

Fail ko initialize the enralment unit

Receipt
Receipt will create a printable document for the cardholder to sign indicating that the cardholder
has taken possession of the card.
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Receipt
ArE2012
4:18:1 5P
Card Name STEFPHEN AMDRULIS
Card Number 449968
Department Support
User Numberl 0
User Number2 0
User Text 1
User Text2
Access Level Master

I have received the above card and accept that T have to report it immediately if it is lost. The
card is personal and never to be handed to anybody else.

Sienature
Card Mame STEPHEN 4NDRIULIS
Date 41812012
™ .
Integra32  User’s Manual RBH Access Technologies Inc.
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Cards

4
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Since cardholders can have multiple cards, card features will only be shown for
selected (highlighted) card number only. When adding or editing cards ensure that
the proper card number is selected (highlighted).

%! Integra32 - AxiomLite Cardholders x|
File:
i = o X ik I i L
[Ety Save Zancel Delete Seatch rulki Cards F Print Feceipt
Last name First name | Fiitials Cardnumber
[sNDRULIS |STEPHEN | |
Cards |F'ru:ufi|e| F'thu:uI Nu:utesl Mare Fieldsl
~449968
EEEEE Access level
| 1 J|Master
Activation date
| 4727202 =l
Deactivation date |lzage Count
[171 /2028 =1 0=
Status FIM Code
I.-'-‘-.u:tive j I’“““‘
Type
INu:urmaI j
¥ | lgnore Antipazshack [ lgnaore Auto oid
W Urlock Privilege [2]
v High Security Privilege (4]
W Link Execute Privilege [345)
[T Extended unlack time
[ Dizabled
ﬂ—l ﬂ Add | Edit Bemove Copy |
[ <] |1 of 2982 A |

Access Level

Select previously defined access levels from the pop-up window.

determine when and where an access code is valid.
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Activation Date

MM-DD-YYYY?. This field is automatically populated with the current date and time
when a new cardholder is added to the system.

Deactivation Date

Status

MM-DD-YYYY®. To deactivate a cardholder, enter the current date, or a date in the
future, on which that cardholder is to be deactivated. The cardholder will be deactivated
automatically on the specified date. This field defaults to 1 January 2038.

Card status is shown here, generally active or inactive (depending on the activation and
deactivation dates). This status can be changed to stolen, destroyed, expired, lost, or
suspended.

Usage Count

Pin Code

Type?

Options

Valid range is 1-255. Enter the maximum number of times the card can be used. It
reduces the count by one, every time the card is used (at specific readers) to gain access.
When the count reaches zero the card can no longer be used. To specify that a card is
valid for unlimited number of uses, enter 255.

The PIN - Personal Identification Number - is the code required at access points with a
keypad.

There are currently only two card types to choose from, Normal, and Visitor. Normal
cards are for your regular permanent cards while Visitor cards are for a group of
continually changing cards. These cards are for the people who only need a card for a
short period of time; they use the card while they are on site and then hand it back in
when they leave. These are the only cards can be assigned in Visitor module.

Choose from the seven options available, if required: Ignore Antipassback, Unlock
Privilege, High Security Privilege, Link Execute Privilege, Extended Unlock Time,
Disabled and Ignore Auto void.

Ignore Antipassback

Cards that are given this option will bypass antipassback checks when presented to a
reader.

*7 Date is displayed in the format selected under Windows — Control Panel — Regional Settings Properties-Date. If a two-digit year was
chosen then it will be displayed in that form here.

2 Date is displayed in the format selected under Windows — Control Panel — Regional Settings Properties-Date. If a two-digit year was
chosen then it will be displayed in that form here.

% This selection is only available if the optional license for the Visitor Management System has been purchased and installed.
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Unlock Privilege (2)

Cards with this option can unlock or lock access points with a double grant access. Two
consecutive grant accesses by the same card can toggle the lock/unlock mode of an
access point.

High Security Privilege (4)
Cards with this option will be granted access on doors in high security mode. As well
high security mode on a door can be toggled with four consecutive grant accesses.

Link Execute Privilege (3/5)

Cards with this option can execute Global Links with either three or five consecutive
grant accesses. Three consecutive grant accesses can be programmed with a different
link then five consecutive grant accesses.

Extended Unlock Time

Cards with this option will use the Extended Unlock Time instead of the regular Unlock
Time.

Disabled

Cards with this option will activate the Handicap Output associated with the access point.
The Handicap Output follows the activation of the Lock Output by a short delay, and is
used to trigger a door operator to open the door.

Ignore Auto Void

Cards with this option will ignore Auto void, if selected any in system settings.

Cards

Up to fifty cards can be added per cardholder. New cards can be added for an existing
cardholder with the Add button. All the cards assigned to a cardholder can be seen on the
left-hand window of the Cardholder Screen when a cardholder is selected. The card
number and description of the card are put into this window.
Click the Add button to add a card to the cardholder. Enter the card number in Value.
Name is optional and is used to distinguish a cardholder’s different cards from one
another. Click OK to enter the card number.

" alue |1234 Ok

M arne I Cancel
Copy will enter a new card, with a different Value, and an activation date of the current
date. All other parameters will be the same as the selected (highlighted) card.
Edit button is used to edit the description of any card assigned to the cardholder, and
Remove button to delete a card assigned to the cardholder.
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Profile Tab

The profile information (like address, phone number and email address) of a cardholder
can be entered in the Profile tab. All of this data is optional, and does not affect the
functioning of the Access Control System.

% Integra32 - AxiomLite Cardholders x|
File
2 e X 34 i) i =
Mew Edit Zance| Delete Search Ml Cards F Brirmik Receipk
Last name Firzt hame [ritialz Cardrumber
[ANDRULIS |STEPHEM | |
Carde Profile | Phaoto I Motes I b are Fields
Shreet: I'I 23 Main
City: 485
Province: IDNT
Coauntry: IE.-'-‘-.N.-’-‘-.D.-'—‘-I
Paostal: I
Phane: |513-886-7551 Ext: |
E-mail: I
Department ISuppDrt j
<] <] 1of 2289 [ [

Department can be selected form the pull down list instead of being typed in.
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Photo Tab

You can select an already saved picture of the cardholder in the Photo tab or you can
acquire a cardholder’s image. The picture is then saved in the Integra32\Images folder.
You can select or print one of the already saved templates for the cardholder in this tab if
the badging option is part of the software.

i Integra32 - AxiomLite Cardholders x|

File |
o X # | ®m | 5
MeEw Edit Zance| Delete Search Ml Cards F Brimik Receipk
Last name Firzt hame [ritialz Cardnumber
[sNDRULIS |STEPHEM | |

Eardsl Frofile = Phata |Nntes| b are Fields

Ficture File 1

Iatwalr.ipg
Picture File 2

Signature File 1

Signature File 2

S

@i = & & ne

I ¢ 1of 2989 b DI

Use the Card Front m and Card Back === buttons to view both sides of the badge.
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Notes Tab
Any other relevant information concerning a cardholder can be saved under the Nofes tab.
5 Integra32 - AxiomLite Cardholders x|
File:
= 2 p o 4 I I =
Tt Edit Zancel Delete Search Multi Cards F Prinkt Receipt
Lazt name First hame [ritials Cardnumber
[sNDRULIS |STEPHEN | |
Cards I Frafile I Phata | | Mare Fields
<] <] 1ofz3a9 B [

Notes entered here can be displayed in the Access Point Activity window when it is

expanded to show More.
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More Fields Tab

Any additional information required for cardholders can be saved in More Fields tab.

% Integra32 - AxiomLite Cardholders
File

x|

@ —

F Brimk: Receipk

E = ~ B4

Mew Edit Zance| Delete Search

i'm

Ml Cards

Last name Firzt hame [ritialz Cardrumber
[ANDRULIS |STEPHEM | |

Idzer Humberl Ilzer Humber?
[0 o
dzer Text 1

Idzer Text 2

Idzer Text 3

I Uzer Datel

Idzer Text 4

Idzer Text &

Izer Tenth

| ¢ 1ofz9ss

> D

The user can rename the fields under this tab by clicking on Card Custom Fields from

Tools menu
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| Tools Reports Help
ﬁ Backup
Yioid Cards
@ Firger Print
@ [uem Finger Print Beader
¥2 Badoe Template Desigrer
Card Cugtom Fields
Card Irnport
Double click on the Label of any of the fields to be changed in edit mode and rename the
field name.
Integra32 - AxiomLite Cardholders x|
H -
Edit  Sawe Cancel
Last name Firzt hame [ritialz Cardrumber
Mare Fields |
I Enter Mew Mame 0k
Ilzer Text 1 -
I Cancel |
lzer Text 2
I IDri\-'ers' Licenzel
Ilger Text 3
I Ilzer Datel
Ilzer Text 4 - J
Ilzer Text &
Ilzer Texts
There are two numeric fields, six text fields, and two date fields for the user. These fields
can be used in searches and can be displayed on badges.
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Chapter 7

Visitor Management™®

To add a visitor into the system the card they are to use must first be entered into the
cardholder screen and configured to Type visitor. The Profile, Photo, and More Fields
tabs are actually redundant to visitor cards. The Cards tab of course is required while the
Notes tab is optional.

Visitors are entered/edited by clicking the Visitors button from the toolbar of the Main

Window.
% Integra3Zz - AxionLite Security System Yisitor = |EI|£|
(=] " ¥ = #h & >3 £ o) =i
Add Edit Saye Delete Zancel Search CheckIn Check Out  Receipk Track. E-mail

Lastniame: IMa"k Firstnarne ISaIeena

M ational (D I Card Murnber IEEEEE

| Maore Fields l Asseks l Track, l Phota l

- F‘ersanél Infiormation

Reaszon ko Yizsit I Contract Wk j Addrezs I

[rate of Birth M92007 j City I

Phone I tate I

Era I Country I

Emnplover IM;_-.' Postal Code I

Time allatted |0 Hours

Maotes I
= Wisiting

Lastname I > | Firstname I

Department I Employes Card IEI
rLast Checked In

Last Yisited IBE Card Checked In IM'I 942012 31516 Akd

Checked Out IM'I 972012 3:27:34 Ak

[ < 1of3 !

30 This selection is only available if the optional license for the Visitor Management System has been purchased and installed.
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The Last Name and First Name fields are mandatory fields and must have data before
you can save the visitor while the NationallD field is optional. All three of these fields
are ‘quick search’ fields. Type data into the ‘quick search’ field and hit Enter. The
‘quick search’ field will call up the record with matching data or will produce a list of
records to choose from.

Card Number is also a ‘quick search’ field and is ideal for calling up a record when a
visitor is checking out.

= Add

Click Add to enter a new visitor.

Edit

Click Edit to modify an existing visitor.

= Save

Click Save to save changes made be adding a new visitor or modifying an existing one.

&< Delete

Click Delete to permanently remove a visitor from the database.

e Cancel

Click Cancel to exit edit mode and not save any changes made.

#  Search

Click Search to call up a search screen to look for a specific visitor.
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L A

—Search
Field Lazt M ame Search
Look for Cancel
—Result
Lask Mame First Marme Mational I Phone # Employer Date aof Birth

Select the search field, enter the search criteria, and click search. The results of the
search will be posted in the lower half of the screen.

& Check In
Click Check In to have the visitor check in to the system.

&  Check Out
Click Check Out to have the visitor check out of the system.

2} Track

Click Track to display the access points that the visitor has been granted access to while
checked-in.

—  Receipt

Click Receipt to print a receipt for a visitor’s assets.

4 E Mail

Click on E Mail to send an email to the cardholder being visited. For this to work the
sender’s email information must be configured in VM Configuration under Email
Configuration and the being visited cardholder’s Profile Tab must have an email address.
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General

:T,:_' Integra32 - AxiomlLite Security System ¥isitor - |I:I|i|
(=] = ¥ ) #4 & - £ & =
fld Edit Save Deleke Zancel Search;  CheckIn Check @ub  Receipt Track. E-mail

Lasthame I Firsthame I

M ational 1D I Card Murnber ||:|

—Personal Information
Feaszon to Visit I j Address I
[rate of Birth M92007 j City I
Phaone I el I
E-mail I Courtry I
E mplayer I Poztal Code I
Time allatted ||:| Howrs
Maotes I
T Wisiting
CES e I o | Firstnanme I
Department I Employees Card II:I
—Last Checked In
Last Vigited I Checked In I
Checked Out I
| < |1of3 |

Personal Information data is optional and specific to the visitor and not to the card.

Select who is being visited by clicking on the browse button [..] and search for the
appropriate cardholder. Department and Employee Card will be filled in by the system.

Last Check In is also filled in by the system.
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More Fields

:T,:_' Integra32 - AxiomlLite Security System ¥isitor - |I:I|i|
(=] = ¥ K3 #4 & @ £ & =
add Edit Save Delete Zancel Search  CheckIn Check Qut  Receipt Track. E-mail

Lastname IMaIik Firstharme ISaIeena

M atioral IO I Card Mumber IBEEEE

General More Fields l Assets l Track. l Photo l

—Maore Fields
Licenze =123 |C Mumber IEBH83
Uzer Text 2 IJzer Mumber 2 I
zer Text 3 :
{3./19/2007 -
User Tent 4 zer Date 1 r-" J
zer Teut b
= Wisiting
Lastharme I - | Firztname I
Departmert I Ermployes Card IEI
—Last Checked/In
Last Visited I85 Card Checked In |4£1 942012 31516 Ak
Checked Out |4£1 942012 3:27:34 Ak

I <] 1of3 > D

User Fields are customized fields to hold data pertaining to your visitors. The headings
for these fields are set in VM Configuration under the User Fields tab.
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Assets
% ' Integra3Z2 - AxiomlLite Security System Yisitor = |I:I|i|
2 H X - ® g& & U &8 4
add Edit SavE Delete Zancel Search  CheckIn Check Qut  Receipt Track. E-mail
Lastname IMa“k Firstharmne ISaleena

Mational 10 I

General l More Fields l Assets l Track. l Photo l

Card Murnber IEEEEE

Asseks

Laptop
Brown bag

= Wisiting
Lastnarne I =| Firstname I
Departrent I Employes Card IEI
Last Checked/In
Last Visted IBE Card Checked In IAU'I /2012 21516 AM
Checked Out

|4.-"1 372012 %27:34 &M

<] <] 1ofz

> D

Under the Assets tab, in edit mode, the operator can enter data concerning anything that
the visitor brought with them to the site.

To print a receipt for these assets click on the Receipt button.

Integra32m User's Manual
Integra32™3.8.22r4.2 SP15

116

RBH Access Technologies Inc.




Chapter 7
Visitor Management

=10l x|
Jx%&§z=|JH4 1 oft rn-”ﬂ | =

Preview I

Assets Receipt 412562012
11:11:28 5T
Lastname IvTahlc
Firstname Saleena
Cardmumber Tililal)
Visthing: Card
82
Agzets Laptop
Brown bag
Signature
Visitor Malik Saleena
Date 42502012 .
4 v
If there is any information entered under a visitor’s asset then a reminder will pop up
when the visitor checks out. After the visitor has checked out this asset data is deleted.
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Track

:T,:_' Integra32 - AxiomlLite Security System ¥isitor - |I:I|i|
2 H X - #® g & . & 4
add Edit Save Delete Zancel Search  CheckIn Check Qut  Receipt Track. E-mail

Lastname IMaIik Firstharme ISaIeena

M ational |0 I Card Mumber IEEEEE

General More Fields l Assets l
—Track.

= Wisiting
Lasthame I

Firstharne I
o

L

] t t
epartmen I Employees Card

rLast Checked/In
Last Yisited |g5 Card Checked In |4.-"1 9/2012 91516 Ak

Checked Out IM'I 3/2012 2:27:34 &M

I <] 1of3 > D

The Track tab will display the access points that the visitor has been granted access to
since their check-in time. Simply click on the track button on toolbar to display/refresh
the information.

/ Only visitors that are checked-in can be tracked. If the visitor has checked-out you
can get information on where they have been from the Visitor Reports.
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_{oi x|
(=] = p K3 #4 & @ £ & =
add Edit SavE Delete Zancel Search  CheckIn Check Qut  Receipt Track. E-mail

Lastname IMalik Firstharme: ISaleena

M aticnal [0 I Card Mumnber IEEEEE

General More Fields l Assets l Track. l Photo l
— Phato

1
1

:cardholder

Picture Files

bilicicr jpg J

Signature
< @b & &
|<] < tof3 > Dl
The Photo tab shows all the templates from the badging template module. Only the fields
valid for the visitor management will be shown on the badging templates in this module.
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Chapter 8
Reports

The Integra32” report creation facilities allow you to customize an almost unlimited
number of reports and can be used as an extremely valuable management tool.

From Reports menu you can choose to launch History Report, Database Report or
Visitors Report Window.

History Reports
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Select History Reports from the Reports menu to launch the following window, where the
user has the option of selecting from many history reports available.

£8 History Report x|
File Reporks Help
B . (& e
| Reparts Preview  DWR
Date Tirne
Start |-| blay 2005 j |12:IZIEI:IZIIZI.¢'-.M =
End  [31May2006 »]  [11:5959PM

Click Preview/Frint to output a report for all selected events
and meszsages for gtart to end datetime.
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Chapter 8
Reports

From the file menu the user can Print, Select History Path or Exit from the History
Report window.

The Print command will produce a printed report showing the data selected for the
chosen report.

Select History Path

Reports

Preview

If your history files are not being saved to the Integra32 folder, then the path to their
location will be required.

The user can select the kind of report they want to preview or print from the Reports
menu. The options available are: Main, Cardholders, Access Points, Inputs, Outputs,
Controllers, Alarms, Operators, and Time & Attendance.

The same options are available from the Reports button of the toolbar.

The user sets the Start Date, End Date, Start Time, and End Time for any report they have
selected to preview or print. The report will span from the start time of the start date to
the end time of the end date unless the daily report box is checked. If the daily report box
is checked then the report will still span from the start date to the end date, but only
include the times between the start time and end time of each day.

Clicking the Preview button of the toolbar, the user can preview or print any of the
selected reports for selected time period.

To understand the History Reports Window in detail, let's take the example of one of the
selected options: Cardholders

From Reports menu or Reports button, select Cardholders to show the following screen:

RBH Access Technologies Inc. Integra32™ User's Manual

Integra32™3.8.22r4.2 SP15

121



Chapter 8
Reports

f‘-: History Report - Card Holder x|

File Reports Help

B || [&

| Reparts Pressigim

D ate Tirne
- .00 = :
Stat  [oaaproooe  w|  [1200008M 5 - e

End  [o4 ppr 2006+ [11:59:59PM =

Select readers

[default All:

If-‘-.ll Readerz
Cardholders

| v Access Denied

Departrent: ¥ Access Granted

Ié.ll

" Exit reader

= Entry reader f* Baoth

I _I ¥ Cardholder &ction

¥ Access Bequested

Select the Start and End, Date and Time for the time period you want to preview

the report for.

- If the report is to cover only specific hours each day then check Daily Report
so that the Start and End Time will be applied each day.

Click the Select Readers button to select the readers you want on this report to
preview or print. All readers will be shown by default.

Click the ‘Cardholder by Number’ or ‘Cardholder by Name’ to select
cardholders for your report. All cardholders are selected by default.

The user can customize the report by clicking in the checkboxes for Access
Denied, Access Granted, and Cardholder Action. These selections will
determine which messages are to be reported on.

Click the Preview button to preview the customized cardholder's report.

Radio buttons: Select one of Entry Reader, Exit Reader, or Both. Readers are exit

readers

if they are connected to the Out Reader side of an Exit Reader Module or if their

TAM terminal is grounded (IRC2000-4 boards only). Otherwise they are entry readers
(this includes all readers on IRC2000-3/-2 boards)

© Entry reader

® Exit reader
® Both
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& IntegraszHistoryReport
b bl = ||

Prewview |
24 Apr 2006

| % & & # %= [x =] |[ 0 ] 1o

Date 5 Ivlay 2006
Time ERNREFA

Integra32 Cardhol

Chapter 8
Reports

=10 x|

Date Message Location Nurmab
24 Apr 2006
T:45:00am Ilode changed Urdock pending first Beader 1, Panel 1
person by schedule
10:41 :44am Locess granted: Card Beader 13, Panel 7 6261
10:43 26am Locess granted: Card Beader 13, Panel 7 32003
10:47 26am Locess granted: Card Beader 13, Panel 7 38093
10:4%:03am Locess granted: Card Beader 13, Panel 7 38093
10:4%:58am Locess granted: Card Beader 13, Panel 7 BE61
10:49:07am Locess granted: Card Beader 13, Panel 7 38093
10:52:23am Lecess granted: Card Beader 13, Panel 7 2381
10:52:32am Lecess granted: Card Beader 13, Panel 7 32093
10:55:22am Lecess granted: Card Beader 13, Panel 7 43
10:55:40am Lecess granted: Card Beader 13, Panel 7 32093
10:55: 5damm Lrceess granted Card Feader 13, Panel 7
I B by PAPEY L o it Tt B TR Dredanw 172 Deaenl 7

2381
o007
4

From this report, the user has the option of Printing, Exporting the file, Refreshing the
preview of the report, or changing the current view of the report.
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DVR*

Clicking the DVR button from the toolbar of the History Report-Cardholders window,
the user can preview the Send DVR Commands window to select the History Event
Command he/she wants to send to the DVR.

% send DYR Commands

Date Message Device

R LR LS ER IR b ode changed: Unlock pending firs Reader 1, Panel 1
29t ar-2005 10:41:44 am| Access granted: Card Reader 13, Panel ¥ | Harpinder E.arm
29-M ar-2005 10:43: 26 am| Acceszs granted: Card Reader 13, Panel 7 | Meliza Demara
29t ar-2005 10:47: 26 am| Access granted: Card FReader 13, Panel ¥ | Meliza Demara
29-h ar-2005 10:42:03 am| Access granted: Card Reader 13, Panel 7 | Meliza Demara
29t ar-2005 10:43:58 am| Access granted: Card Reader 13, Panel ¥ | Harpinder E.arm
29-M ar-2005 10:49.07 am| Access granted: Card Reader 13, Panel 7 | Meliza Demara
29-tar-2005 10:52:23 am| Access granted: Card Reader 13, Panel ¥ | Charles Score
29-Mar-2005 10:52:32 am| Acceszs granted: Card Reader 13, Panel 7 | Meliza Demara
29-tar-2005 10:55:22 am| Access granted: Card Reader 13, Panel 7 | Steve Taylor
29-M ar-2005 10:55:40 am| Access granted: Card Reader 13, Panel 7 | Meliza Demara
29-tar-2005 10:55:54 am| Access granted: Card Reader 13, Panel ¥ | Charles Score
29-Mar-2005 10:56:22 am| Acceszs granted: Card Reader 13, Panel 7 | Meliza Demara J

-

Double click the line that has a Camera sign —, with the event that is to be played back.

3! This selection is only available if the optional license for the DVR Software has been purchased and installed.
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Database Reports

Select Database Reports from the Reports menu to launch the following window, where
the user has the option of selecting from many database reports available.

Create Database Report

Select the report from following list

Areaz Report

Cardhalders Repart
Elewator

Halidays Repart
[rput Points Repaort

Operators Report

Access Levels Report -
Accesz Points Report

Card Holders by Departrment
Cardholder Reader Report

Elevator Floor Groups
Global Links Report

M etwork, Contrallers Report
Output Points Beport |-

R eader Cardholder Repart
Time Groups Report

Chapter 8
Reports

=

Cancel < Back I Mewt »

Eirizh

Options

The options available for Database Report are:

RBH Access Technologies Inc.

Access Levels Report
Access Points Report

Areas Report

Card Holders by Department
Cardholder Reader Report
Cardholders Report
Elevator

Elevator Floor Group
Global Links Report
Holidays Report

Input Points Report
Network Controllers Report
Operators Report

Output Points Report
Reader Cardholder Report
Time groups Report
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Select one of the reports available (e.g. Access Points Report). Click the Next
button to select the options available in for the chosen report:

Select the items to include in the report or click in the check box for Select All if
you want to include all the items available in your report.

Click the Next button to select from the available fields to include in the report,
or check the Select All box to include all fields.

- By default four fields are selected. If up to five fields are selected a simple
report will be produced. For more than five fields a detailed report is
produced.

- For some reports there is a main report and sub report. If you select Show
Subreport, which is selected by default, the /D field cannot be unselected. It
is required to link the main and sub report. The fields selected in this list are
for the main report only. Up to ten fields can be selected. If you select more
than ten fields the first ten will be shown.

Click the Next button to select the sort order for the report
- Use the Move All, Forward, and Back arrows to select sort fields.
- Then choose Ascending or Descending for that field.

- Click the Next button to go to next screen.

Click on Preview Report to see the report or click on Begin Again to view a new
report or click on Finish to end.

The user can follow similar steps to preview or print other kinds of Database Reports as

well.
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Visitor Reports32

Select Visitor Reports from the Reports menu to launch the following window, where the
user has the option of selecting from many available visitor report formats.

% | Visitors Report

L&

Presview

G A =
Prink Font DWR

Chapter 8
Reports

=-E8 Yisitor Report

Visitors ackivity

Wisitars Currently Checked In
Visitors Repart By Department
Wisitars Report By Employer
Wisitars Repart By Employves
Visitors Repart By Reason
Wisitars Repart By Cardnumber
Visitors Report By YWisitor
Wisitars Report By Reader

—Dake Criteria

Fram

To

24 apr 2007 j 1200004M
24 Apr 2007 j 1:5959FM =]

Choose a report format and select the Start and End, Date and Time for the time period

you want to preview the report for.

32 This selection is only available if the optional license for the Visitor Management System has been purchased and installed.
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System Options

General

I Badgel Fort I Emaill

— Syztem optionz

)

Mumber of days to keep Event Historny:

=
365 —

Yoid cards after

['YR Meszage Format

1] jl rriri.

|asc =l
I = ADays
A = g DR
[IMC-LABEL .
— zer optiohz
‘%' [ Keyboard tirmaut [rmir.]
(&

[ Alarm sounds

[ Print Area Report on Input &larm on &) Printers
[T Activate Card *When Yisitar Checks in

[~ Group Cards

Area status check Interal

IED Seconds [min recammended B0)

Ok

Cancel

System Options

Number of days to keep Event History

The System Options window allows the user to customize number of days to keep Event
History and Keyboard time-out in minutes. The default "number of days" to keep Event
History is 365 days. Each history file keeps the history information of one calendar day.
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If 365 days of history is being kept then only 365 files will be kept. When a new history
file is created, the oldest file will be deleted so that only 365 files are maintained.

Auto void cards after:

At 1:00 am cards that have not been used within the specified number of days will be
automatically deactivated. No cards will be deactivated if the number of days is set to
Zero.

DVR Message Format:

M This option allows sending messages to DVR Servers. You can select one of the two
options available: ASCII or XML. For more detailed information, see Send Message
to DVR on Page74

NOTE: Integra32™ server services need to be restarted whenever switching
between the DVR Message Format: ASCII and XML.

DVR

The DVR box allows to choose one of the two options available for video display: IMC-
HISTORY or IMC-LABEL. IMC-LABEL displays the camera label on the played back
history from the DVR.

User Options

If a user has entered a keyboard time-out, Integra32™ will automatically log-out if there is
no mouse or keyboard activity for the duration of keyboard time-out period.

Alarm sounds

Click in the check box to turn on the alarm sounds, which are heard through the computer
speaker. (Click again in the check box to turn it off’)

Print Area Report on Input Alarm on All Printers

Click in the check box to turn on the feature (click again in the check box to turn it off).
With this box checked all printers listed on the server will print an area report when the
input goes into alarm. If the box is not checked the report is printed only on the default
printer of the server. An input must be selected in the area properties before any report
can be printed.

Activate Card When Visitor Checks In

With this box checked a visitor’s card will be activated when the visitor is ‘checked in’
and deactivated when the visitor is ‘checked out’.

Group Cards

Global Antipassback by grouping cards function is optional feature

This selection tells the system that cards under a single cardholder are to be grouped, so
that if one of these cards is used to enter an area, all of the cards in the group will not be
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allowed to be used to go into the same area. Any one of the cards may be used to go into
another area. For this feature to work PC Decision Required and Hard Antipassback
(Page 78) must be ON. For more detailed information refer to TB71 Integra32 Group
Cards GAPB

Area Status Check Interval

60 Seconds is the default time for Area checking intervals to check if any of the Area
which has an output configured, is empty so that the specified output is turned on. The

users are given the option to change this timing if required.

Badge

| Fort I Ernail I

Picture device bype % Gerneral i IP

Picture device

IEamera 1

Signature device

Kl

I Device 1

Fingerprint device

Le

|BFR - Series =l
Save File &z
IGE =l
Frinter Mame

I Microgoft XPS Docurnent Wiiter
[T Dwplex Badge Printing
[T Use Dazzled0 settings for phato caphure

[~ Biometic reader connected ta lozal comport

b agnetic Encoder Setup

L

Ok

Cancel

Use this tab to define properties of the Badging utilities.

Designate where the

cardholder’s image, signature, and fingerprint will be acquired. For devices to be listed
here they must first be installed in the operating system according to the requirements of
Badges. They must also be Twain devices. IP cameras can be selected as well.

A couple finger print devices are supported. They require their respective integration
software to be installed for proper operation.
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Designate as well the format to save the image as and what printer to use for printing
badges.

M Also click in the check box for double sided printing of badges.
M Check ‘Use Dazzle 90 if you are using a Dazzle 90 for photo capture.
M If you are connecting Biometric Readers to your COM port check the box.
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Magnetic Encoder Setup

Clicking in the Magnetic Encoder Setup button under the Badge tab of System Options
window will launch the following window to setup properties for magnetic encoding.

Magnetic Encoding Setup El

Pritter bodel

INDne j

Track 1 |Trau:k2| Track 3 |

Field Hame

INDne j

Field Length

e

LCancel |

Select the printer model in this window. The fields to encode can be selected for each
track once the printer model is selected.

Note:
» The field length is fixed and cannot be changed.

» If None is selected for the printer model, the track fields for encoding will not be
available.

» The printer properties for encoding should be setup for the printer from the
control panel.

Font
You can change the default font for the main client screen by browsing the font list,
select a font, and click OK. The default font is MS San Serif.
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U x|

Generall Badge Faont |Email|

Font for Harizontal Tesxt
IE-:u:uk Antigua

Font for Wertical Text

| -]

Mote : For vertical test every font may not be supparted. This may
depend upon the regional language setting: and £ ar font bpe.

k. Cancel

Email
This window is used to configure email settings for Message Server. For more
information on how to configure the email information, see page 30 for users’ setup and
page 73 for configuring the Access point Messages. This option is added in software
version 3.8.6R4.2 or higher.
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Options

Fill in the required information as per your email settings.
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System Messages

x
Message |5creer1 |Hi5tory |Prir1ter |D'I.|'F‘. |:|
Access Point v v’ >< v
Mode Changed W >< v
Input v v >< v
Output v v P v
Audit message v v >< e
Cardholder v v XKV
Access Requested >< v >< v
Coor held open warning W vy }( e
Door held open alarm ' v >< v
Door not open alarm ?( W >< v
Farced entry alarm v v >< v j

¥ Enable printing / D%F messages on thiz machine

Defaults | Ok Cancel |

The user can customize how the system handles messages. (E.g. If the user doesn’t want
a particular message to appear on screen, like the Access Requested message, it can
easily be turned off with a simple click. Quickly change between ‘Yes'* and ‘No’?, to
stop the display of selected messages on the screen or from being sent to history.) The
user can also send messages to a printer (selectable by message).

Messages can also be sent as ASCINXML messages to DVR. CCTV configuration will
be required for this to function correctly.

The user can also select what messages to send as ASCINXML messages by simply
changing between ‘Yes'¥ and ‘No’?. for DVR messages. Check the box Enable
printing/DVR messages on this machine if the DVR is configured to send ASCINXML
messages or the printer is on the local machine.
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AP Activity

wppcty i
o

Grank access

Reader
IFieal:Ier 14
Hurnber
|38093

Date

|3III-M ar-2006 11:40:53
Ewent

I.-'i‘-.ccess Granted

M ame

IMeIisa Demara

Hide |

She usually wear contact lenses, although occationally she
wears glazses.

The AP Activity feature can be used with a CCTV system for video verification. To do
this enable PC Decision in the Modes tab of the Access Point’s Properties window and
check AP Activity — Access Requested in the Advanced tab of the Access point’s
properties window. Now whenever a valid card is read at the access point the AP
Activity window will open displaying the cardholder’s picture, name, and card number,
the date/time of the event and at which reader the event happened.

If PC Decision is not used in the Modes tab then the AP Activity window will show all
access granted and/or access denied events that occur at selected access points.

E Grant Access

Grant access will grant access at the reader currently shown in the Reader box of the AP
Activity window.

More/Less

The More button will add a section to the bottom of the window that will display the
contents of the cardholder’s notes tab. Information about the cardholder that needs to be
readily available can be display this way. The Less button will remove this extension.
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Hide
The Hide button will remove the AP Activity window from view without turning it off.
You can also minimize this window. The difference between hiding and minimizing is
that a hidden window won’t show up on the task bar.
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Visitor Management Configuration33

Email Configuration

To send emails to cardholders announcing their visitors you need to configure the
sender’s email information on the screen depicted below.

i, ¥isitors Management Configration 5[

iEmail Configurationi| User Fields

Enter the Email Configuration, This settings will be used to send email ko person being visited,

Sender Mame I

Senderz Email addresz I

SMTP Server I

[T Send Email as the wisitar iz checked in.

0k, Cancel

The Sender Name is used to let the cardholder know where the visitor is, or entering
from. A site may have more than one entrance that visitors can come in by and the
cardholder being visited may need to know where the visitor is.

M Check the box Send Email as the visitor is checked in to have an email sent
automatically to the cardholder being visited by the visitor. The being visited
cardholder’s Profile Tab must have an email address entered for this feature to work.

33 This selection is only available if the optional license for the Visitor Management System has been purchased and installed.
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User Fields
x

‘sl

Enter the Descripkion of user fields |, this description will be then seen on visitor screen |

E-mail l

Test Field 1 ILlser Test 1 Mumnber Field 1 Inger kurnber 1
Text Field 2 ILlser Test 2 Murnber Figld 2 ILlser Murnber 2
Text Field 3 ILlser Text 3 D ate Figld 1 ILlser Date 1

Text Field 4 ILlser Teut 4

Text Field 5 ILlser Texth

0k Cancel

Define the name of the fields for entering data under the User Fields tabs of Visitor. Use
this to customize the visitor data saved in your system.
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Global Links

Global Links

Device

Select an event

IElutput 1.1

kot 1.1

II:Iutput On

Druratian

Le

Schedule

— I

[-]]

==

=

=

4] =l

)

| =

d =]

)

==

3 =l

)

==

7l =l

)

==

9 =l

)

2 | =

[-]]

S KK K

Ok

Cancel | Apply

Global Links like Global APB require the interaction of the PC. These links cannot be
executed if the PC is not online. As with local links you choose which event on what
device will cause the link to be executed. Then you can choose up to eight things to have
happen. These links can be executed on any panel in the system.

Details on programming links can be found in Chapter 5 under This PC100 interface uses
the DSC “IT100” to allow communications between the Integra Access Control System
and the DSC Power Series Burglar Alarm panel.

The PC100 is programmed through the Integra32 Software Version 3.7.18 (or higher)
and is designed to be “Stand Alone”. While the host is offline the PC100 continues
to monitor activity in the Access Control System allowing interaction between the
Access and Alarm Systems.
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General

Panel Properties X|

General | Keypads | PIN Code | Links | Inputs |

Addrezs Description
| =2 |PCio032

Farel type

FC1001TI00(DSC) j

)3 Cancel Apply

Address

The address 32 is automatically selected at the time of creation and cannot be edited.

Description

To change the default description simply type over it.

Panel Type

The panel type is chosen when the new panel is added and cannot be edited later.
Enable

If the enable check box is not checked then the panel will not be shown in the status
screen. All Access Point, Inputs, and Outputs under that panel will also be disabled.
Disabled items are still in the database but are not considered to be part of the system

Keypads
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Panel Properties X|

General Kevpads | PIN Code | Links | Inputs |

Address | M ame

.................................

EIEEE IS e e

Ok,

Cancel Apply

Address
This is the address of the keypad in the DSC system.

Name

Enter here a description or name of the keypad to be shown in the Integra32™ system

PIN Code
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x
General I Feypads |
* 4 Digit pin codes
" E Digit pin codes
FIM Cade | Pin code name
)3 Cancel Apply

Select either:
® 4 Digit Pin Codes
Or
® 6 Digit Pin Codes

Pin Codes

Enter the four or six digits of each PIN code. These PIN codes must match PIN codes
programmed into the DSC system in order for commands from the emulated keypads to
affect the DSC system. Only eight PIN codes may be entered here.

Pin Code Name
Enter here a description or name for each PIN code.

Links

RBH Access Technologies Inc.
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x
Generall Ke_l,lpadsl PIM Code  Links Ilnputsl
Event | Device | Card | Command | K.evpadz | PIM Code I;
1
2
3
4
b
B
T pu—
a
3
10
11
12 ;I
)3 Cancel | Apply
Event
Select from a pull down list the triggering event.
Device ID
Choose the appropriate device to execute the selected command from a pull down for the
selected event.
Card
Enter the card number (if applicable) that will trigger the selected command when it is
associated with the chosen device and selected event (e.g. execute the command when
card 1234 is granted access at reader 1).
Command
Select the command to be executed on the chosen keypad from a pull down list (Arm
Keypad, Disarm Keypad, or Arm Perimeter).
Keypad
Choose which keypad the command is to be executed on.
Pin Code
Select a valid PIN code. The command will be executed as though this PIN code had
been entered.
Inputs
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Panel Properties X|

Zone | Description | K.eppad Iﬂ
[rput 1

[Fput 2

[nput 3

1
2

3

4| [nput 4
8| Input &
B
7
]

Input &

[Fput 7

[nput 8 ;I

)3 Cancel Apply

Zone
There are 256 zones.

Description
The zone name or description can be edited here.
Keypad

Select the Keypad assigned to various zones from the drop down menu.
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Access Points, Inputs, and Outputs.
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Backup

The Integra32™ Backup Configuration Wizard is used to backup your data files. You can
run the Backup immediately or configure the auto-backup to run at a later time.

Your Operating System most likely will also have its own backup utility. It doesn’t
matter what method you use as long as you backup your files regularly.

[“It’s not a matter of if a hard drive fails, but when.” Unknown]

Integra32 Backup Configuration Wizard El

Thiz wizard will help vou to backup Integra3d? data files.

* FBun backup now
" Configure auto-backup
-

Cancel | < Back Hewt > Eirizh

Run Backup Now

Run Backup Now option is used to run an immediate backup. Follow the wizard for this
option. From the Backup Configuration Screen the destination folder into which the
backup files will be saved is selected. (The default destination setting is
..\ntegra32\backup\.) Checking Data Files will back up the data files (particularly
AxlogxLT.mdb, AxsystLT.mdb, & AxuserLT.mdb). While checking History Files will
backup all of the currently held history files. Cardholder Image Files when checked will
back up the cardholder pictures. The Log Screen will display these files as they are
backed-up.
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Integra32 Backup Configuration Yizard 5[

Select destination folder

_U IE:"-.F'ru:-gram Filez'rbhhntegrad2sT esthBackuph _I

Select the filelz] to backup.

Drata Files
Higtary Files
IEC ardbolder Image Files

Cancel | < Back st = Einizh

Configure Auto-Backup

The auto-backup can be configured to happen at a specified time on specified days of the
week. For example the backup can be performed at 11:30 a.m. every Monday, or at
10:15 p.m. every Tuesday and Thursday. These backed-up files are saved by date (the
file is designed bkpYYYYMMDD where YYYYMMDD is the backup date), and you can set

how long they are to be kept. If for example you set the backup for Monday to Friday to
be kept for 32 days, backups older than 32 days will be over written.

Integra32 Backup Configuration Yizard 5[

Select the time and day(s] to mn the backup

B =l
2:15:00 am =

M Sui W Mon ¥ Tue ¥ Wed ¥ Thu W Fi [ Sat

Ovenwrite backed-up file after following number of day(z]

=

Cancel | < Back st = Einizh

Click Finish to allow the system to run the auto-backup at the specified day and time.
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Void Cards

From Void Cards the operator can manually void (deactivate) cards that have not been

used for a preset number of days. The number of days is set under Options — System
Options.

ol

EhPrint €9 Inackive ¥ Select 4l

1

Print will produce a hard copy of the cardholders listed at the time Print is
selected.

Void will immediately deactivate all selected cards.

Select All will put a check mark in the select field for all of the listed cards.
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Finger Print34

[+ Add [®? Edit [M]- Delete [ Config

=10l x|

Address |Make |Mame

1 TouchStar - Autostar Mews Finger Prink Device

OR

% RBH Finger Print Devices x|

g5 Mew Eu:IiI: }( Delete | %Cnnfigure |S~;.-'stem settings

| b ake lTDermlnaI | Reader

Dezcrption

* This selection is only available if the optional license for the Finger Print Reader has been purchased and installed. These windows vary as per
the manufacture of FP reader.
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Chapter 11

Tools

Finger Print opens a screen from which to manage the Touchstar readers (or any other

FP Reader) and their finger print data.

information on individual settings.

% | Touch Star - Configuration

¥ set Time | [ty Get Lacal Time

Check with Touchstar for more detailed

x|

|1

Device I Com Port Baud Rate Time

'I - - UL -;I

| | =l |22 5ep 2008 _|| 1200004M
YWeigand Format [rate Format
I j I j [T ‘weigand Out Enabled
Dioor Lok, Unlock, Time Format
I j I j [ Time Zone Enabled
Dioor Switch Sense Alarm Type YWeigand Site Code
IJzer ID Length Alarm Cycle wieigahd Land Code
|_ =1 Digi |_ JS |
3 = igitz 0 = Yt
Alarm Diuration Daor Open Duration Alarm Hate

Ig—j Secs

ID— ﬁ Secs

||:| ﬁ Times / Day
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Query Finger Print Reader®’

-i:_' Query Finger Print Reader

User Existance | # of Finger Prints | Delete User | Tokal # of users

Device ID Com Part Buad R ate
[1 [1 R EETRd
Card

e

[uen Rezponse

Use this selection to query Touchstar finger print readers.

For some fingerprint readers this option opens the same window as Finger Print Readers

% This selection is only available if the optional license for the Finger Print Reader has been purchased and installed. These windows vary as per

the manufacture of FP reader.
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Badge Template Designer36

File Help

D-EH e® =2

=101 x|

1.5 20 25 3.0 3.5 4.0

1.Horizonkal Card
2.Mertical Card
3.Horizonkal ID
4. Mertical ID
5.Customized

—_
=

—_
iy |

The Badge Template Designer can create standard or customized badge sizes. Select one
of the five options available from the Create a new template button of the toolbar
Templates can be saved and re-opened.

36 This selection is only available if the optional license for the Badging Software has been purchased and installed.
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E:‘-‘% Badge Template Designer o [m] A

File Help

D-PH e = |

oo 05 1.0 1.5 2.0 25 3.0 3.4 4.0

0.0
- I Test - Front Side x|

- Paste

Insert Text Field
Insert Photo Field

- Insert Signature Field
- Insert Finger Print Field
—25 Insert BarCode Field

Insert Shape Field

=30 Save Template
- Save Template As

—35 Properties

Right clicking on the badge will bring up a menu list. From here you can add a text,
photo, fingerprint, signature, or barcode field.

Text fields can be static (type in your own information) or it can get data from a
field in the database (e.g. name or card number).

Photo fields can also be static (so that you can insert your own picture or l0go)
or picture field where you can display the cardholder’s image that is stored in the
database or acquire the picture of the cardholder if a camera is installed on your
computer.

Fingerprint fields’” can be added to the badge.

Signature fields™ can be added to the badge.

Barcode fields®® can be added to the badge.

A shape field can also be added to enhance your badge.

In the properties of the badge you can set the background colour of the badge,
you can also add a background picture.

You can right click on a field to modify its properties or to delete it.

7 To use these options you may need optional hardware devices.
* To use these options you may need optional hardware devices.
¥ To use the Barcode field, you need to install barcode fonts in your control panel, which are available in the fonts\ Resources folder

of your Integra CD.
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Card Custom Fields

Integra32 - AxiomlLite Cardholders X|
H =

Edit Save Cancel

Lazt name Firzt name | nitials Cardnumber
More Fields |
Uzer Mumberl Ilzer Mumber2
Lzer Text 1
Uzer Text 2
Uzer Text 3
I Ilzer Datel
Uszer Text 4 J
Uszer Text 5
Uszer Texts
Double click on a header while in the Edit Mode to change the name of the user field.
This change will be shown in the More Fields tab of every cardholder
x
Enter Mew Mame
Cancel |
|1zer Mumberl
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Card Import®
Configure Import Utility

The Integra32™ Card Import Utility is used to import cards and cardholder data from a
text file or SQL database into your Integra32™ database.

£ Card Import Utility - - 0] x|

Integra32 Card Import Utility

Click bo Configure the card import,

Run Impork ukility

33 Corfig Impart ukiliey A4

Wigw Log File

Select Config Import Utility to setup the import parameters.

“ This selection is only available if the optional license for the Card Import Utility has been purchased and installed.
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Import from a text file

Import Wizard

The wizard will help wou ko enter bulk data in the card
holder table.

Cards can either be imported from an external text file
ar M5 S0 Server ( Local machine should have SQL
Server running or SQL Client installed)

£ Imnport cards from a ket fils:

{~ Imports Cards From S0L Server

Help | Cancel = Back Mext = Einish

Enter the source and destination paths as well as the delimiting character.

Use Option:

M Delete File upon successful Import: If want to delete the file you are importing
from after the import is complete.

M Remove cards not found in Import file: This option will add/update the
cardholders from import file and delete all the records from cardholders which

are not existing in import file anymore.(Option added in software version
3.8.20R4.2 and higher)

Click Next.
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Import YWizard

3

¥

Erter the path to the kext file o import inko the
Cardholders database of Integra3z syskem.

Import Fraom Clear |

IC:'I,D::u:uments and SettingsiAdministratoriDeskioph ...

Delimited By IJ

Integra3z Database Folder

IC:'I,F'ru:ugram Files\Rbh\Integra32iDefault,

[T Delete file upon successFull impart

[T Remove cards nok Found in import File

Help |

Cancel | < Back. | Mext = I Einist |

Then select the appropriate destination fields for the corresponding source fields (e.g.
select Surname for Field I and Firstname for Field 2) depending on the data in the text

file.
Import Wizard
Liskt
Source Field (Text File) |Destinatinn Field {AxUserlT.mdb) -
Field 1 Surnanme |-
Field 2 Firstnarme
Field 3 Cardmumnber
Field 4
Field 5
Field &
Field 7 Firsknarme:
Field 5 Initials
Skreek
Field 2 ity -
Field 10 ;I
Help | Cancel < Back Bext = Fimist
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Click Next to continue.
Import from a SQL file
Import Wizard
The wizard will help vou to enter bulk data in the card
holder table.
Zards can either be impaorked from an external texk File
ar M3 S0L Server { Local machinge should have SQL
Server running or S0L Client installed)
" Impart cards Fram a ket file
f+ Irnports Cards From SQL Server
Help | Cancel | = Back | Bext = | Fimist I
Click New to input the connection string.
Import Wizard
= Conneckion Skring
Test Conneckion | Mew
Table | Query I j
Integra Folder
Help | Zancel < Back Fimish |
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Use the pull-down to select the server. Enter the User Id and password. Then select the
specific database on the server that holds the source data. Click OK.
x
Praovider ISQLOLEDB
Server | TESTINGSERVER |
Trusted Connection [
Lser Id Isa
Passward Ipasswnrd
DataBase | AxiomDiata |
Ok Cancel
You can verify the connection with Test Connection. Select the table or query of the
database set above, and then provide the path to the target folder (by either typing or
browsing).
Import Wizard
= Connection String
Iprnvider=SQLOLEDE;server=TESTINGSEF{'-.-'ER;datal:uase=
Test Connection | =
J Table [ Query ICaru:I_Impu:urt j
Inteqra Folder
:\Program Files\rbh' Integra32iDefault - Blank),
Help | Cancel < Back Blext = Eimish
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Then select the appropriate destination fields for the corresponding source fields (e.g.
select Surname for lastname and Firstname for firstname) depending on the data
provided by the table or query.

Import Wizard

Lisk

Source Field (Texk File) |Destinatinn Field {axUserLT.mdb)

cardnumber Cardhurmber

lastname Surnarne

firstname Firstname

Falid ArccessLevel

expirydate ExpirvDate j
Texts -
Texte
Cardhurmber
[Cardhame
‘ExpirvDiake
ArcessLevel
Skatus —
PIN B

Blext = Eimish

Help | Cancel < Back

Click Next to continue.
Complete the configuration.

Select a unique key field. If required check Schedule Import and select either ‘every x
hours or minutes’ or ‘everyday at x’.
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Import Yizard
%ou can run the impart manually or wou can program it
fd ko run at & specified time,
/ Select a unique key Field
ICardNumber j
1 schedule Impart
= Evety I i IH::uurs j
z €% Everyday at
A =l
a 12:00:00 M
Help | Zancel < Back Eimish |
Check the appropriate box to have the import utility start automatically with the
Operating System. To have all actions taken by the import utility logged check the
second box.
Import Wizard
— . That is ...
f > The import proram will run in vour windows swstray, You
w"' can double-click on it manually run ik, You can run this
wizard any kime from the import program,
* ’ [ Start import program with the O35,
[¥ Log all actions taken by the impart progran,
Help | Cancel < Back Einish |
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Note the icon & in the windows’ system tray indicating that the utility is active.

Import Wizard

You have successfully specified the infFormatian
required to transfrom the data From text File to
Inkergra3? databases, click on Finish bo excute,

Help | Cancel < Back [ext = Eirish

Click Finish to complete the setup.

The utility can then run on a schedule or can be opened to run manually.
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Run Import Utility

Integra32m User's Manual

Run Import Utility will run the utility immediately.

% 'Card Import Ukility -

Integra32 Card Import Utility

=101

(3 Run Impark ukility

Canfig Impart ukility

Wigw Log File

Click. ko Run the configured Card import nos,

“

The status bar will display the progress and indicate when the import is complete.

% 'Card Import Ukility -

Integra32 Card Import Utility

=101

(3 Run Impark ukility

Canfig Impart ukility

Wiew Log File

Click. ko Run the configured Card import nos,

“

|Im|:u:|rt Completed. ...
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View Log File
—[Eix]

Integra32 Card Import Utility

Click b see the log file ko see any errors created by card import,

Run Impork ukility

Config Import ukility

13 Wiew Log File 44

View Log File will call up Mimport.log a Notepad file. This file will show when the
import started and ended, as well as any errors that occurred.

_io/x]
File Edit Format Help
31 Aug 2006 09:17 Integra Import started .31 Aug 2006 5:17:01 AM =]

31 Aug 2006 09:17 Integra Import Completed .31 Aug 2005 5:17:02 AM
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Integra32” Security System

Ensure that the Integra32™ system is not running before making a selection here in the
‘Program Groups’. All selections made here will bring up the login window as shown in
Chapter 2 on page 4.

— N fccessaries

g

3

o ;  Dacuments AGE Inteqgr ity Swskern vt Qi) Restart

% ) Inkegrads Security Svskem
Settings 3 }

‘% Integra3z Add Remaove Site

E Search 3 ] Inktegraie Data Restore

Inteqra3z Database Maintenance
'E A4 il Smg gt Integra3z Firmware Upgrade
Rur... Inteqra3s Regiskrakion
é Shuk Do, .,

J @ # J |11 Windows Expl. .. vl Q Computer Manage. .. I ﬁ Inkteqra3z - Axiombi. .. | @ M3DE Tool

OR
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| Integra32 Security System
@& Integra32 Security System
(&} Integra3? Add Remove Site
(&} Integra32 Data Restore
@ Integra32 Database Maintenance
(£} Integra32 Firmware Upgrade
(&} Integra32 Registration
| Integra32 Server

(!.;B Restart

b start

&) Stop

. Maintenance

| Startup

4 Back

| |55:r:r'1 programs and files 2 |

™ .
Integra32 ~ Security System
There are two ways to start the Integra32™ system. You can either double click the icon
that was created when the system was installed, or you can click on ‘Integra32™ Security
System’ in program groups. Both methods will start Integra32™ system.

Integra32™ Add Remove Site

£ Add Site

Sike MNarne

BB Manufacturing Corp.

#dd Sike

Remove Site |
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Integra32™

Type in the name of the site and either click Add Site or Remove Site. Sites added will be
selectable on the server pull-down list while logging-on. Each site will have its own
database and maintains its own backup (you must be logged-on to the site at the
appropriate time for the auto backup for that site to run).

Data Restore
To restore backed-up files click on ‘Integra32" Data Restore’ in program groups.

Integra3Z Data Restore

Select source folder
_&J IE:'&F‘rngram Fileshrbhh ntegrad2s T est\B ackuphBEF2005033 _I

Select the file(s] to restore.

o & LT .mdb
~O Bpzpstl T.mdb

Cancel | ¢ Back Mest > Eirizh

The Data Restore Screen allows you to select which files are to be restored.

Image files and Purged files (AHB.mdb) cannot be restored through this Restore module.
To restore those files, copy them from the backup folder.

Integra32™ Database Maintenance

Integra32™

Running ‘Database Maintenance’ will compact and repair the Integra32™ databases.
The ‘Repair’ will correct most corruptions in the databases. Those that can’t be repaired
will produce an error message.

Firmware Upgrade

Before Upgrading

1. Before starting the firmware upgrade be sure to know where the upgrade file (*.rbh) is located.

2. Although upgrading will not affect the panel’s memory, it is recommended that you download all
files to the panel after upgrading to ensure that any new features are properly installed.

Upgrading

After logging in the Upgrade Wizard will come up. Browse and select the upgrade file
(*.rbh). The upgrade file’s path will be shown in the box next to the browse button.
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Integra32 Firmware Upgrade Wizard

The wizard will guide you through upgrading the
firrmwyare of IRC-2000 panels.

Select the firmware upgrade file. This must be &
valicd IRC-2000 Firmware upgrade file.

ID:'l,Firmware'l,IRClEl'?JBLl.RBH

Helg | = Hack Met = Close

Click Next after the appropriate file has been selected.

Integra32 Firmware Upgrade Wizard

Select panels ko upgrade

Oz - panel z Metwork 1

Oz - Panel 3 Metwork 1
4 - Panel 4 Metwork, 1
1-Panel 5 Metwork 2
2 - Panel & Metwaork 2
O3 - Panel 7 Metwork 2
4 - Panel s Mekwork 2
Ot - Panel g Mekwork, 3

Help | « Back Blexk = Close

Next select which panel(s) should be upgraded. Then click Next. You don’t have to
select all the panels at this time. After upgrading you can come back to this screen.
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Clicking ‘Start’ will begin the firmware upgrade.

Integra32 Firmware Upgrade Wizard

Upgrade status

Ipgrade started bo panel (1 - Panel 1)

(1-Panel 13

Firmware upgrade completed ko panel {1 - Panel 1)
IUpgrade started to panel (4 - Panel 4)

Help | < Bach: [exh = Zlose

A progress bar and messages will keep you informed during the process.

There will be a ‘completed” message after each panel upgraded. You can go back to
select other panels or close if you are finished downloading.

™ . .
Integra32 " Registration
The software must be registered in order to enable the Badging software, the Card Import
Utility, the Finger Print Reader, the DVR software, and/or the Visitor Management
System. None of these features will be accessible or even visible if the license hasn’t
been registered. Only the feature ordered will be included on a license.
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£8 Integra32 Registration x|

For Reqiskration Conback :
Your Supplier R
REH Access Technologies
Phone - 905 - 790 1515 OR.
Fax - 905-790 3650 OR
Email - customerservice@rbh-access, com
Include the company name (case sensitive) to be associated with reqgistration request,

Registration file path { License.Bin )
IC:'I,S.C'.LES DEMO

Integra3z Data Folder

IC:'I,F'ru:ugram FilesiRbhiInteqra3ziDefault

Company Name

ISALES DEMO]

UnReqgister | Redqister

To register the software input the following three pieces of information:
1. Browse for and enter the path to the folder holding the license file (license.bin).

2. Browse for and entry the path to the site folder to be registered. (Each site is registered
separately if you have multiple sites.)

3. Enter you company (or site) name.

Then click Register.

Integra32™ Server
With this option,you can Start, Stop and/or restart Integra 32 Server services.
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Glossary

Many of the words or terms in this guide have more common definitions than used in
industry. In this guide, we’ve used them specifically in the context of security access
control. For this reason, the following glossary of terms defines these terms as used in
this guide.

Access Point A point of entry or exit, for an area whose access is controlled
and monitored by Integra32". (E.g. a door, parking gates.)

Antipassback An Access Control feature designed to prevent improper usage
(APB) of a valid card.

Ethernet A widely used LAN developed by Xerox, Digital, and Intel.
Ethernet networks connect up to 1,024 nodes at 10 megabits per
second over twisted pair, coax, and optical fiber.

Holiday Any days in which the regular weekly Integra32™ time group
schedules are not appropriate. Statutory holidays and summer
shut down periods are two examples. In Integra32", Holidays
may be assigned special irregular time group schedules that
override the regular time group schedule for that day.

Input Any field apparatus that provides information to an Integra32"
system with respect to conditions or status of a monitored
component. Examples include door contacts, thermometers etc.

Operator Any individual authorized to log-on to the Integra32" system
for purposes of data-entry or monitoring.

Output Any field apparatus that receives commands from an Integra32™
system and executes the action specified in the command.
(Examples include door locks, and lights.)

PIN Personal Identification Number.
RTE Request to exit.
TAPI Telephony Application Programming Interface. TAPI is a

Microsoft® Windows set of functions that allows programming
of telephone line-based devices in a device-independent manner,
giving personal telephony to users.

TCP/IP Transfer Control Protocol/Internet Protocol. TCP/IP is the
protocol that networks use to communicate with each other on
the Internet.

Time Group A Time Group (e.g., Business Hours) is a pre-defined time
slot/day combination that may be assigned to schedules, thereby
governing how the Integra32" system operates from day to day.
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License & Warranty

Notice 1.01

This Software is licensed (not sold). It is licensed to sublicenses, including end-users, without either express or
implied warranties of any kind on an “as is” basis. RBH Access Technologies Inc. makes no express or implied
warranties to sublicenses, including end-users, with regard to this software, including merchantability, fitness for
any purpose or non-infringement of patents, copyrights, or any other proprietary rights of others. RBH Access
Technologies Inc. shall not have any liability or responsibility to sublicenses, including end-users for damages of
any kind, including special, indirect or consequential damages arising out of or resulting from any program, services
or materials made available hereunder or the or the modification thereof.

Notice 1.02

RBH Access Technologies Inc. makes no claim or warranty with respect to the fitness of any product or software for
a specific application and assumes no responsibility for installation. This warranty is in lieu of all other warranties
expressed or implied. No representative or agent of RBH Access Technologies Inc. may make any other claims to
the fitness of any product for any application.
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